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Chapter 1 Introduction
1.1 SECUSYS - Overview

SECUSYS has its head office in Hong Kong with manufacturing in China and is a manufacturer and supplier of
high quality, low cost Integrated Security Systems. These include multiple ranges of access controllers and car
parking systems. The SECUSYS web site is www.secusysgroup.com.

1.2 Software Overview

The SECUSYS 2000 Integrated Security Systems Software comprises a suite of software products that covers
the complete range required by access control professionals. The software includes not only the Access Control
base software itself, but also includes Intruder Detection, CCTV Management, Car Parking, Card Design and
Print, Canteen and Guard Tour modules all integrated with the Access Control software. The licensing for these
additional modules is by way of Hardware Key. This manual covers the Access Control base software itself plus
all the modules unless indicated otherwise. If a function shown is not available in the software being used it is
because the particular module is an optional module and has yet to be licensed and installed.

1.3 Database

The SECUSYS 2000 Integrated Security Systems Software is Multi-Language and Multi-Database. During the
installation process, the user is asked to select between languages. Users are also asked to select the type of
database they wish to use. A Microsoft Access database is supplied for demonstration purposes and installer
testing while Microsoft SQL is used for the end user. The two free SQL versions of Microsoft SQL are either
MSDE which is used for Windows XP, or Microsoft SQL Server Express which is used for both the 32 bit and 64
bit versions of Windows 7. However licensed installations of Microsoft SQL Server 2005 or later are preferred.

14 Web & FTP Sites

Although software is supplied on a CD or Memory Key at the time of purchase, because of enhancements and
bug fixes, software very quickly goes out of date. To make it easier for the installer, up to date software is
located on the SECUSYS FTP site which is accessible to installers through the main SECUSYS web site at
WWW.SECUsysgroup.com.
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Chapter 2 Software Installation

2.1 Computer Requirements

The SECUSYS 2000 Integrated Security Systems Software is integrated door access, CCTV and intruder
detection management software designed to run on a Microsoft Windows platform. The software is designed to
run on either Microsoft XP SP3, or 32/64 bit versions of the Windows 7 operating systems. It should not be used
on any Microsoft operating systems prior to Microsoft XP SP3.

The following is the minimum computer requirement:
CPU: Intel Core 2.67 GHz

Free 10 Gbyte Hard Disk space

RAM : 4 Ghyte

VGA: 1024 x 768 pixels

One free RS-232 Serial Port

YV V ¥V VY VYV V

One free USB Port

2.2 SECUSYS 2000 Installation for Microsoft XP & Windows 7

Power up the computer and start Windows.

Insert the setup CD or the USB memory key containing the software.

Double Click on the “My Computer” icon and select your CDROM or your USB drive.

Two files will be visible (figure 2-2-1), a small text file called “SN.txt" and an exe file called “SECUSYS 2000
Integrated Security Systems software.exe”.

Documents library

Secusys 2000 Integrated Security Systerns Software

MName : Figure 2-2-1

j‘E‘ SECUSYS 2000 Integrated Security Systemns Software 3.0.0.0.exe
SM. bt

It is strongly recommended that a “Security” directory is created on C Drive and these 2 files plus any
other security related files are saved to this folder. The installation is then undertaken from this folder.
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Double click on the “SECUSYS 2000 Integrated Security Systems Software.exe” file, allow the program to run,
and the setup screen will appear (figure 2-2-2). Click “Next” to continue.

\

"J"J' SECUSYS 2000 Integrated Security Systems Setup &3
Welcome
“Welcome to the inztaller for SECUSYS 2000 |ntegrated Security s Ec usvs
systems 3.0, SECURITY SYSTEMS

It iz gtrongly recommended that you exit all Windows programs before continuing with
thiz inztallation.

IF pou have any other programs running, please click Cancel and cloze those programs .
before restarting this irstaller. Figure 2-2-2

Otherwize, click Mest to continue.

WARMING: This program iz protected by copyrght law and international treaties.
nauthonzed reproduction or distribution of this prograrm may result in severe civil and
criminal penalties, and will be prozecuted to the maximum extent possible under law.

| M et > | | Cancel |

Agree to the terms of the License Agreement and click “Next” to continue (figure 2-2-3).

\

"J"J' SECUSYS 2000 Integrated Security Systems Setup &3

License Agreement s Ec usvs
Fleaze read the licenze agreement below and click Mest to continue.

SECURITY SYSTEMS

SECUSYS 2000 Integrated Security Syztemns Licenze Agreement -

m

1. Granting of the Licenze - SECUSYS Group grants to pou the right to use one
copy of the enclosed SECUSYS Group program, [the Software], on a single terminal
connected to a single computer [L.e. CPU). You may make one copy of the Figure 2-2-3
Software for back-up purposes for use on your own computer. vou must reproduce
and include the copyright notice an the back-up copy. ¥au may not netwark the
Software or uge it on maore than a single computer or computer terminal at any time,
unlezs a license is purchazed for each computer or terminal on the netwark, that wil
Lze the Saoftware. vou may tranzfer thiz Software from one computer to another,
provided that the Software iz uzed on only one computer at a time. Y'ou may not

rent or leaze the Sofbware, but you may transfer the Software and accompanying
writker material and this license to another person on a permanent basiz provided -

@) | agree to the termz of thiz icense agreement

| do niot agree ta the terms of thiz icense agreement

¢ Back ” M et > | | Cancel
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Enter your user name and company then click “Next" to continue (figure 2-2-4).

-

User Information

SECUSYS

SECURITY SYSTEMS

E nber pour user infarmation and click MNest o continue.

Marne:
Dawid

Comparny:
SECUSY'S

¢ Back ” M et > ] l Cancel

8 SECUSYS 2000 Integrated Security Systems Setup [==]

Click “Next” to continue at the list of compatible controllers (figure 2-2-5).

-

ﬁ SECUSYS 2000 Integrated Security Systems Setup P

|
SECUSYS

SECURITY SYSTEMS

Information

Flease read the information below and click Mest to continue.

Thiz SECUSYS 2000 Integrated Security Systems Software iz compatible with the -«
SECUSYS Series of Access Controllers as follows:

SECUSYS Model SCON2
SECUSYS Model SCD22
SECUSYS Model SCD44
SECUSYS Model SCD45
SECUSYS Model SCDES
SECUSYS Model SCL1ET
SECUSYS Model SCIOTES
SECUSYS Model SCD419

¢ Back H Mest = ] [ Cancel
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A serial number is required to proceed (figure 2-2-6).

1""." SECUSYS 2000 Integrated Security Systems Setup @

Serial Mumber SECUSYS

E nter pour senial number and click Mext to continue,

SECURITY SYSTEMS

A, zerial number iz required to continue this installation. Please twpe your zerial number
into the box below and click Mest to continue.

Senial Mumber: Figure 2-2-6
|

¢ Back ][ et » l [ Cancel

Open the SN.txt file (figure 2-2-1) and the Notepad screen will appear (figure 2-2-7). Copy and paste the serial
number into the software (figure 2-2-8).

| SNt - Notepad =3 E=R 5

File Edit Format View Help

SECUSYS 2000 Integrated Security systems software v

SN: 7737-3097-1683-8926

m

The Install program sets up the default database as M55QL as per the following:

M55QL user name: sa
M55QL user passwor‘d: SECUsSYs

SECUSYS 2000 pefault Operator:
Operator: administrator
Password: secusys

Figure 2-2-7
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"Jf." SECUSYS 2000 Integrated Security Systems Setup @

A zenal number iz required to continue thiz installation. Please type your senial number
into the box below and click Mest to continue.

Senal Mumber:
7737-3097-1683-892¢

¢ Back ][ M et > ] l Cancel

Senal Number
| umber _ . SECUSYS
nker your zenial number and click. Mest bo continue.

SECURITY SYSTEMS

User Manual Part A Version 3.0.1 — 18" July 2011

Figure 2-2-8

The software can be installed either as a Server or a Client. The first installation must be the Server. Make sure
that Server is selected then click “Next” to continue (figure 2-2-9). For a Client Installation please refer to

Section 2-10.
2 SECUSYS 2000 Integrated Security Systems Setup e S|
|
Select Install Type _
Select an installation type and click Mest to continue. s Ec U svs
SECURITY SYSTEMS
@ Server

Inztall the Server.

1 Client
Install the Client

< Back ][ M ext » ] [ Cancel

L8 — ——— e ——
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Select the features that are required. For the Base Access Control module then this will normally be the 1st
option only (figure 2-2-10)

Select Program Features

SECUSYS

SECURITY SYSTEMS)

Select the program features that you want to install.

Fleaze zelect the program features you want to install and click Mest to continue.

000 Integrated Security Systerns (230 ME]) I
[wCard Printer [10.9 ME]
[w]Time & Attendance [10.8 ME)
[wlCanteen [10.2 +E)
[w|Guard Tour [10.6 MB]
[witdeeting [3.7 ME]

Figure 2-2-10

m

Access Control System, CCTY and Intrusion System

¢ Back ][ Mest = ] [ Cancel

Click Next to install the software into the default directory or change the path then click Next (figure 2-2-11)

5+ SECUSYS 2000 Integrated Security Systems Setup (3w
Installation Folder
Select an inztallation folder and click Mest to continue. s Ec U SYS

SECURITY SYSTEMS

The zoftware will be installed in the folder listed below. To install to a different folder,
either type in a new path, or click Change to browse for an existing folder.

Ingtall SECUSYS 2000 Integrated Security Systems
“Frogram Files\Sec SECUS'S 2000 Integrated Security Systerms|IIa ey Figure 2-2-11

Space required on drive: 345 MB
Space avallable on zelected drive: 41680 ME
¢ Back ][ M et > ] l Cancel
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Click Next to accept the default folder (figure 2-2-12)

"Jf." SECUSYS 2000 Integrated Security Systems Setup @
Shortcut Folder
Select a shortcut folder and click Mest to continue. s Ec U SYS

SECURITY SYSTEMS

Setup will add shortcut icons to the folder indicated below. If pou don't want to uze the
default folder, you can either type a new name, or select an existing folder from the ligt.

Shortcut Folder:

Figure 2-2-12
00 |ntegrated Securnby Svstems -
[ ¢ Back ][ M et > ] l Cancel
Click Next to proceed (figure 2-2-13)
"Jf." SECUSYS 2000 Integrated Security Systems Setup @
Ready to Install
Yiau are now ready to install SECUSYS 2000 Intearated Security s Ec U SYS
Systems 3.0, SECURITY SYSTEMS
The ingtaller now has enough information to install SECUSY'S 2000 Integrated Security
Syztems an your computer.
The fallowing zettings will be uzed:
Ingtall folder: C:\Program FileshS ecusyz\SECIISY'S 2000 Integrated Security Systems .
Figure 2-2-13

Shortcut folder: SECISYS 2000 Integrated S ecurity Sypstems

Fleaze click Mest to proceed with the inztallation.

¢ Back ][ Hext > ] [ Cancel
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The initial software will install in 2-3 minutes however after that there are several options and these are
explained in the following sections.

2.3 Installation Options — Hardware Key

The 1st option is for the Hardware Key. The software is protected by a Hardware Key or USB Dongle, also called
a SoftDog Driver. If this is the 15t time the software is being installed then the drivers must be loaded so click
“Yes” to continue (figure 2-3-1) If the software has already previously been loaded then click “No” to continue.

Note that the hardware key is required if the software is being installed on a single machine or on a server. The
only time the hardware key drivers are not required is when the software is being loaded onto a client machine
or where the demo version only of the software is being run.

4 Performing Setup Actions =2

Setup
o . SECUSYS
Inztallation actions are now being performed.

SECURITY SYSTEMS

Pl ]
= Question 23

| I Are you sure you want to install softdog dirver? Figure 2-3-1
Displg =

ves || No

Cancel

The software is shipped with a USB Hardware Key so untick the two Parallel Dog Driver boxes then click on the
Install Driver icon at the bottom left of the screen (figure 2-3-2). Ignore the Windows Vista message if it appears
when using Windows 7.
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[R] SoftDog Windows driver installation application [;]

Current Operating System

Systern Platfarm: |Winduws Yista

Syztem Path: IE:'\Windows'\s_l,lstem32

Figure 2-3-2

Once installed “The driver has been installed successfully” message will appear. Click Exit to proceed to the
next option (figure 2-3-3)

[R] SoftDog Windows driver installation application [;]

Current Operating System

Systern Platfarm: |Winduws Yista

Syztem Path: IE:'\Windows'\s_l,lstem32

Figure 2-3-3
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2.4 Installation Options — MSDE Database

The next option is the installation of MSDE. MSDE (Microsoft's Database Engine) is a cut down version of SQL
and is bundled together with the SECUSYS 2000 Integrated Security System software. However MSDE is only
compatible up to and including Microsoft Windows XP. MSDE is not compatible with Microsoft Windows
7. Note that because MSDE is a cut down version of SQL, it does not have any Import or Export function. So
there is no way of exporting a MSDE database apart from backing it up and importing it into a SQL program.
This is a limitation of MSDE which means that the Language Export Tools as detailed in Chapter 11 will not work
with a MSDE Database.

Note that for demonstration and training purposes a Microsoft Access database can be used. However Access
can only be used for a single PC and should not be used in a live site. If an Access database is required for
demonstration or testing or training purposes then click “No” (figure 2-4-1). It does not matter if MSDE is
installed on a XP based machine and then MS Access is used. Only a single database can be used at any one
time.

Click “Yes” to install MSDE on a Windows XP machine, otherwise click “No". Refer to Section 2.8 for
instructions on the database required for Windows 7.

1""." Performing Setup Actions I
Setup
o . SECUSYS
Inztallation actions are now being performed.
SECURITY SYSTEMS
Pl f
FasE A Question 2
| | Are you sure you want to install MSDE? Figure 2.4-1
Dizplaying —
Yes l I Mo
Cancel
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If “Yes” is selected (figure 2-4-1), on a machine running the Windows 7 Operating System be it 32 or 4 bit, a
warning message will appear (figure 2-4-2).

[ Program Compatibility Assistant
This program has known compatibility issues

Check online to see if solutions are available from the Microsoft website, If solutions are found, Windows
will automatically display a website that lists steps you can take.

; Figure 2-4-2

|_ Program: Microsoft SQL Server MSDE
Publisher: Microsoft

I Location: Mot Available

Microsoft SQL Server MSDE is incompatible with this version of Windows. For more information, contact
Microsoft,

lﬁi\:] Hide details [ Check for solutiens online ]’ Run program ” Cancel

[C] Don't show this message again

The MSDE installation should take less than a minute (figure 2-4-3)

i Performing Setup Actions

Setup

Installation actions are now being performed.

SECURITY SYSTEMS

I it
B Microsoft SOL Server Desktop Engine

glﬁ! Please wait while Windows configures Microsoft SOL Server

Deszktop Endgine Figure 2-4-3

Executing filg
Gatheting reguired information...

[-lllllllllllllllllllll ]

Cancel

If the installation of MSDE was completed successfully then the question re the Fingerprint Reader drivers will
appear (figure 2-5-1)
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2.5 Installation Options - SECUSYS Fingerprint Drivers

The next option is the installation of the SECUSYS Fingerprint Reader (figure 2-5-1) Click “Yes” if the drivers for
this reader are to be installed or “No” to proceed to the next option, Section 2.6

.- )

Question | 5
Ca—
@ Do you want to install the drivers for the SECUSYS Fingerprint Reader? Figure 2-5-1
Yes ] ’ Mo

If “Yes” was selected at the previous window then the Install Shield Wizard for the FDUO1 device driver will
appear (figure 2-5-2). Click “Next” to continue.

Welcome to the InztallShield Wizard for FDUO1 Device
Driver Yer 1.17

The InstallShield® Wizard will ingtall FDUD Device Driver Wer 1.17
on your computer. To conbinue, click Mest.

Figure 2-5-2

[rztallShield

¢ Back l M et = I Canicel
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Accept the USB Hamster default value and then click “Next” to continue (figure 2-5-3)

InstallShield Wizard (=]
Select the device you want to install. Chick Mext
to continue.
‘ & USB Hamster (HFDLO1)
Al
.
il Figure 2-5-3

" USE Optitd ouse (MFDUOT]

InztallShield

< Back | Mest » Cancel

Click “Plug in Later" to continue (figure 2-5-4)

Device Status

Device : USE Hamster (HFDIJOT)

Pleaze connect the device.
. Figure 2-5-4
If yau do not want ta connect the device,
click the button of "Plug in Later”. If the dewvice iz alleady connected,
please read the installation guide carefully.

ImstallShield

st = | Flug in later I
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Click “Finish” to continue (figure 2-5-5)

InstallS hield Wizard Complete

Device : USBE Hamster [HFDUOT)

The InstallShield “izard haz successfully installed FDIIOT Device
Driver wer 1.17. Click Finizh to exit the wizard.

[T Device Diagnostic Toal

Figure 2-5-5

InztallShield

< Back I Finizh I Cancel
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If this is the 15t time that the software has been installed on this computer Win Pcap will be automatically
installed (figure 2-6-1) If Win Pcap has already been installed then this will not appear and instead the

“Installation Completed” screen will appear (figure 2-6-6)

{7 WinPcap 4.1.2 Setup o] @ [
l( U > WinPcap 4.1.2 Installer
i ln caP Welcome to the WinPcap 4. 1.2 Installation Wizard

This product is brought to you by //-
/F

TECHNOLOGIES

Packet Capturing and Network Analysis Solutions

Mext = ] | Cancel

Click “Next” to continue (figure 2-6-2)

rk';'l WinPcap 4.1.2 Setup EI = @

Welcome to the WinPcap 4.1.2
Setup Wizard

This Wizard will guide you through the entire WinPcap
installation.

For mare information or support, please visit the WinPcap
home page.

hitp: fwww. winpeap. org

| < Back |[ Mext = ] | Cancel
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Click “I Agree” to continue (figure 2-6-3)

&() > License Agreement
¥ lh caP Please review the license terms before instaling WinPoap 4. 1.2

Press Page Down to see the rest of the agreement.

“opyright {£) 1999 - 2005 MetGroup, Politecnico di Toring (Italy). -
Copyright {c) 2005 - 2010 CACE Technologies, Davis (California). A
All rights reserved. .

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disdaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disdaimer in the documentation and/or other materials -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install WinPcap 4. 1.2.

{71 WinPcap 4.1.2 Setup =] ® ==

[ < Back ][ I Agree ] l Cancel

)
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Figure 2-6-3

Tick the “Automatically start the driver box” then click “Install” to continue (figure 2-6-4)

4.1.2

U) . Installation options
¥ lh caP Please review the following options before installing WinPcap

Automatically start the WinPcap driver at boot time

< Back ][ Install ] l Cancel

{71 WinPcap 4.1.2 Setup =] ® ==
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Click “Finish” to close the wizard (figure 2-6-5)

157 WinPcap 4.1.2 Setup E\ ===

Completing the WinPcap 4.1.2
Setup Wizard

WinPcap 4. 1.2 has been installed on your computer,

Click Finish to dose this wizard.

User Manual Part A Version 3.0.1 — 18" July 2011

Figure 2-6-5

When the software has finished the installation click “Finish” to exit (figure 2-6-6). Note that the SECUSYS 2000
Integrated Security Systems Software icon is automatically added to the desktop. If SQL is required to be
installed then the computer should be rebooted at this stage otherwise the SQL installation could issue a

warning and the SQL installation could fail.

‘ﬂf.‘ SECUSYS 2000 Integrated Security Systems Setup @
Installation Complete
. SECUSYS
|nstallation completed succezsfully.

SECURITY SYSTEMS

SECUSYS 2000 Integrated Security Systems 2.0 has been successfully installed an paur
spstern,

Please click Finish to exit this installer,
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2.7 Microsoft.NET Framework (Dot Net)

Microsoft's MSDE Database engine is not compatible with Microsoft Windows 7. For the Microsoft Windows 7
Operating System Microsoft SQL must be used instead. If a licensed copy of Microsoft SQL 2005 or later is
available then this can be used. Refer to the IT department on how to access this. If a licensed copy of
Microsoft SQL is not available then the free version of Microsoft's SQL, SQL Server Express 2008 and
associated files can be downloaded from the Microsoft web site and installed instead. Note that the
downloading and installation of SQL Server Express is rather a complicated procedure and can take an hour or
so to complete so it is far easier to use an already existing installation of Microsoft SQL.

If there is no licensed copy of SQL 2005 or later available and SQL Server Express is to be used then,
Microsoft .Net Framework needs to be downloaded and installed prior to the installation of Microsoft Server
2008 Express.

2.7.1  Downloading of Microsoft .Net Framework

Microsoft .Net Framework and Windows Installer 4.5 are required. While Windows Installer is included from
Windows XP SP3 onwards, Microsoft .Net Framework 4.0 needs to be downloaded and installed prior to the
installation of Windows SQL Server Express. The links for information on these products are below:

o Microsoft .Net Framework 4.0

o Windows Installer 4.5.

To download Microsoft Net Framework click on the link below or visit the Microsoft download site.

http://www.microsoft.com/downloads/en/details.aspx?FamilylD=0a391abd-25¢1-4fc0-919f-
b21f31ab88h7&displaylang=en

Click on the download button to download the Microsoft. NET Framework V4 file (sometimes referred to as Dot
Net) (figure 2-7-1-1) and save it to the “Security” folder.
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(= W

| "E http://www.microsoft.com/downloads/en/details.aspx?FamilylD=0a391abd-25c1-4fc0-91t 0 ~ B & X ‘ (ni 5.f 592

m Download details: Microsoft®... | m Download details: Microsof... * | |

»

Microsoft NET Framework 4 (Standalone Installer)

|

Brief Description On this page
The Microsoft .NET Framewaork 4 redistributable package installs & Quick Details

the .NET Framework runtime and associated files that are required to

i Dverview
run and develop applications to target the .NET Framework 4. i

< System Requirements

< Instructions

4 Additional Information

4 Related Resources

<+ What Others Are Downloading

File Name: Size:

dotNetFxd0_Full_xB5_x64.exe 48.1 MEB

Figure 2-7-1-1

Windows Installer 4.5 is not required for Windows 7 but is required if the Windows Server Express 2008 is being
installed on a PC running Microsoft Windows XP prior to SP3.

If Server Express is attempted to be installed without Microsoft.NET the following warning will appear
(figure 2-7-1-2)

i '

Microsoft SQL Server 2008 Setup 28

, ) S5QL Server 2008 Setup requires Microsoft MET Framework 4.0 to be
' installed.

Figure 2-7-1-2
Download and install MET Framework from
http:/Swww.microsoft.com/net/ and then rerun Setup.

oK
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Installation of Microsoft. NET Framework

Microsoft .NET is required to be installed prior to Microsoft SQL Server Express. Navigate to the “Security”
folder where the files from section 2.7 have been downloaded and click on the dotNetFx40_Full x86 x64 file to
install Dot Net (figure 2-8-2-1)

= [ 5 [ |
@n\:}v| . v Computer » Data (D) » !SecuSys » Software » Security - | 3 | | Search Sec.. 2 l
Organize v Include in library « Share with + Mew folder =~ H @
X Favorites 7 MName ¥ Date modified Type Size
B Desktop m 5 dotNetFxd0_Full @6 _b4d.exe 27/04/2011 11:59 a...  Application 49,268 KB
4 Downloads ﬁ SECUSYS 2000 Integrated Security System...  10/05/2011 6:28 p....  Application 186,570 KB Select afile
15 Recent Places | SN.bt 21/04/201110:10 a... Text Document 1Kp | topreview.
[=°] SQLEXPR32_x86_ENU.exe 28/04/2011 941 a....  Application 89,408 KB
d.g_Libraries = —
H «“ ” H
Click “Run” to proceed (figure 2-7-2-2)
Open File - Security Warning
Do you want to run this file?
F 1 MName: ..\Desktop'\Security\dotMetFx40 Full x86 x64.exe
Fublisher: Microsoft Corporation
Type: Application .
From: Ch\Usersibm\Desktop'Security\dothetFxdd_Full_... Flgure 2-1-2-2

Fun

J

Cancel ]

[¥] Always ask before opening this file

[ gl

While files from the Intemet can be useful, this file type can
potertially ham your computer. Only run software from publishers
you trust, What's the risk?
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If Don Net has already been installed then the Microsoft .NET Framework maintenance screen will appear.
Either click “Cancel” or if the installation is suspect click “Repair” to proceed (figure 2-7-2-3)

. Microsoft MET Framework 4 Maintenance = =]
NET Framework 4 Maintenance N
You can repair your installation or remove it from this computer, ukmwf
Please zelect one of the following options:
@) Repair \NET Framework 4 to its original state.
) Remove \NET Framework 4 from this computer,
Mext = l I Cancel

Figure 2-7-2-3

If Don Net has not previously been installed then the license terms screen will appear (figure 2-7-2-4). Tick the

license terms box then click “Install” to continue.

. Microsoft .NET Framework 4 Setup EI =1 @
MNET Framework 4 Setup N
Please accept the license terms to continue. Micrasafr
NET
MICROSOFT SOFTWARE -
I have read and accept the license terms. @

Download size estimate: aMB
Download time estimates: Dial-Up: 0 minutes

Broadband: 0 minutes

[ Install ] [ Cancel ]

The installation could take several minutes (figure 2-7-2-5)
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' Microsoft NET Framework 4 Setup EI =] @
Installation Progress N
Please wait while the .NET Framework is being installed. Micrasalte

.NET

File security verification:

All files were verified successfully.

Figure 2-7-2-5
Installation progress:
F R |
Installing .NET Framework 4 Client Profile
Click on the “Finish” button to exit the installer (figure 2-7-2-6)
' Microsoft NET Framework 4 Setup E@@
Installation Is Complete
N NET Framework 4 has been installed.
Microsof
Figure 2-7-2-6

The PC will now need to be rebooted to make sure that the SQL server starts successfully. If the computer is
not rebooted after the installation of Microsoft .Net then the following error could appear (figure 2-7-2-7)

SQL Server Setup failure. 53_.'
@W% SQL Server Setup has encountered the following error:
7 FraldleE e e (Exception from HRESULT: 0x80070006 (E_HANDLE)). Figure 2_7_2_7
2
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2.8 SQL Server 2008 Management Studio Express

Microsoft SQL Server Management Studio is a tool included with Microsoft SQL Server 2005 and later
versions for configuring, managing, and administering all components within Microsoft SQL Server. The tool
includes both script editors and graphical tools which work with objects and features of the server. Microsoft
SQL Server 2008 Management Studio Express (SSMSE) is an integrated environment for accessing,
configuring, managing, administering, and developing all components of SQL Server.

Although the installation of Studio Express is not compulsory, It is recommended that Studio Express is installed
prior to installing SQL Server Express 2008. If Studio Express is installed it means that SQL Express 2008 can
be configured to provide the following:

The connection of clients to the SECUSYS database

The hot swap standby SQL function

Import or Export functions outside the SECUSYS program environment

Access to the SQL database structure

Management of the SQL database outside the SECUSYS program environment

ok~ w e

Note that the above are not available if Studio Express has not been installed prior to SQL Server Express 2008.

2.8.1 Downloading of Microsoft SQL Server 2008 Management Studio Express

Microsoft SQL Server Management Express can be downloaded from the Microsoft web site at:
http://www.microsoft.com/downloads/en/details.aspx?FamilylD=08E52AC2-1D62-45F6-9A4A-4B76A8564A2B

To download this file navigate to the home page for Microsoft SQL Server 2008 Management Studio Express
(figure 2-8-1-1) and select either the 32 or 64 bit version depending on what the version of Windows 7 is
installed on the server computer. To find out which version a Windows 7 machine is running, go to Control
Panel/System & Security/System and the Operating System is listed beside System type (figure 2-8-1-2)
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o "f_ '||:5 http://www.microsoft.com/downloads/en/details.aspx?FamilylD=08E52AC2-1D62-45F5-9, O ~ B & X {0t of

| m Download details: Microsof... m Download details: Microsoft 5. | |

Microsoft* Download Center

Downloads A-Z* Product Families™ Download Cat:

Search Al Download Center

Microsoft® SQL Server® 2008 Management Studio Express

Brief Description On this page

Figure 2-8-1-1

Microsoft SQL Server 2008 Management Studio Express is a free, - Quick Details
integrated environment for accessing, configuring, managing, D Orerwscan
administering, and developing all components of SQL Sarver, as well as .

B3 m uirements

combining a broad group of graphical tocls and rich script editors that
provide access to SQL Server to developers and administrators of all skill
levels.

~ Instructions

- Additional Information

- Related Resources

- What Others Are Downloadi
- Related Downloads

Files in this Download

The links in this section c to files lable in this download. Download the files most appropriate for you.
File Name: Size: Download files below
SOLManagementStudio_x54_ENU.exe 176.5 MB
SQLManagementStudio_x36_ENU.exe 168.3 MB [ Download |

L TR S e e e e e e e 2 A ;

= |
ol
@ -

——,
{ ‘u |;E » Control Panel » System and Security » System < |""}|| Search Control Panel

Control Panel H : ici i
OO e View basic information about your computer

) Device Manager
'@J Remote settings

Windows edition

Windows 7 Ultimate
) System protection Copyright © 2009 Microsoft Corporation. All rights reserved.

@J Advanced system settings

m

Figure 2-8-1-2

System
Rating: m Windows Experience Index
Processor: MB620 @ 267GHz 2,67 GHz

Intel(R) Core(TM] i7 CPU
B (2,92 GB usable)

System type:

Pen and To0

32-bit Operating System

ouch Input is available for this Display

In the example (figure 2-8-1-3) the 32 bit English version of SQL Server Express 2008 has been selected for
download. Click the arrow to the right of the Save button and Save As to save this file. Remember to save all
SECUSYS and associated files into the “Security” folder.
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SQOLManagementStudio_w86_ENU.exe (168 ME) download.microsoft.com .

iz Figure 2-8-1-3
& This type of file could harm your computer, Run Save = Cancel

2.8.2 Installation of Microsoft SQL Server 2008 Management Studio Express

Navigate to the “Security” folder where the files from the previous section have been downloaded to and click on
the SQLManagementStudio_x386_ENU.exe file (or corresponding 64 bit file) to install Microsoft SQL Server
2008 Management Studio Express (figure 2-8-2-1)

[E=H R 5
o~
NN [ v Security * [ 42| [ Search Security 2|
Organize » Include in library + Share with = MNew folder == » O l'@.-
- - i i =
PSS - Name Date modified Type Size F|gure 2-8-2-1
& Downloads L #5 dotNetFid0_Full 86 _164.exe 011 11:59 a... Application 49,268 KB
M Desktop [ SQLEXPR32_x86_ENU.exe 011 253 p... Application 89,408 KB Select afile
5] Recent Places [=7] sQLManagementStudio_x86_ENU.exe 27/04/2011 3:50 p....  Application 172,306 KB to preview.
4 Libraries

At the Security Warning click “Run” to continue (figure 2-8-2-2)

Open File - Security Warning @

Do you want to run this file?

‘j Name: ..p\Security\SOLManagementStudio x56 EMNU.exe
# Publisher: Microsoft Corporation

Type: Application

From: Ci\Usersiibm\Desktop'Security\SQLManagement...

Figure 2-8-2-2

Run ] [ Cancel |

[¥] Mways ask before opening this file

potentialty ham your computer. Only run software from publishers

I ,ﬁl While files from the Intemet can be useful, this file type can
- you trust. What's the risk 7

When the file is run the Program Compatibility Assistant screen will appear (figure 2-8-2-3). Ignore this warning
and click on the “Run Program” button. The explanation from Microsoft on why to ignore this warning is below
(figure 2-8-2-4)
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|=7] Program Compatibility Assistant

() Hide details

[7] Don't show this message again

This program has known compatibility issues

Prograrm: Microsoft SQL Server 2008
|' ! Publisher: Microsoft
Location: D:\Software\5QL2008 Management Studio E.\SQLManagementStudio_x86_ENU.exe

Check online to see if solutions are available from the Microsoft website. If solutions are found, Windows
will automatically display a website that lists steps you can take.

After SQL Server Setup completes, you must apply SQL Server 2008 Service Pack 1 (SP1) or a later service
pack before you run SQL Server 2008 on this version of Windows.

[ Check for solutions online ]I Run program ]I Cancel

Figure 2-8-2-3

For Windows 7 and Windows Server 2008 R2, the install process displays the "Program Compatibility Assistant” dialog indicating .
that you must apply S0L Server 2008 Service Pack 1 or later. Select the option to "Run Program” to continue. Future releases of Flgure 2-8-2-4
Micrasaft S0L Server 2003 RZ Management Studio Exprass will not have this problem,

The SQL Server Installation window will appear (figure 2-8-2-5). Click on the word “Installation” in the left hand

menu to proceed.

7] SQL Server Installation Center
Planning
Installaticn
Maintenance
Tools
Resources

Advanced

Options

B‘b 5‘6{ Server2008

=)

Hardware and Software Requirements

View the hardware and software requirements.

Security Documentation

View the security documentation.

Online Release Notes

View the latest information about the release.

System Cenfiguration Checker

Launch a tool to check for conditions that prevent a
successful SQL Server installation.

Install Upgrade Advisor

Upgrade Advisor analyzes any SQL Server 2005 or SQL Server
2000 components that are installed and identifies issues to fix
either before or after you upgrade to 5QL Server 2008,

Online Installation Help

Launch the online installation decumentation.

How to Get Started with SQL Server 2008 Failover Clustering

Read instructions on how to get started with SQL Server 2008
failover clustering.

Upgrade Documentaticn

View the document about how to upgrade to SQL Server
2008 from SQL Server 2000 or SQL Server 2005,
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Click on the “New SQL Server stand alone Installation” to proceed (figure 2-8-2-6)

% SQL Server Installation Center == E=h ==
Planning | = New SQL Server stand-alone installation or add features to an
< existing installation
Installation
Launch a wizard to install SQL Server 2008 in a non-clustered
Maintenance environment or to add features to an existing SQL Server
2008 instance.
Tools
Recoriices : Mew SQL Server failover cluster installation
Launch a wizard to install a single-node S5QL Server 2008
Advanced failover cluster.
Options " {.ki‘ Add node to a SQL Server failover cluster
¥ Launch a wizard to add a node to an existing SQL Server 2008 .
failover cluster. F|gure 2-8-2-6
'ﬁ Upgrade from SQL Server 2000 or SQL Server 2005
Launch a wizard to upgrade SQL Server 2000 or SQL Server
2005 to SQL Server 2008, Before you upgrade, you should run
the Upgrade Advisor to detect potential problems.
3:-F' Search for product updates
Search Microsoft Update for SQL Server 2008 product
updates.
’E Mikrosaft
£ SQLServer2008

If there are no warnings then click “OK” to continue (figure 2-8-2-7)

7% SQL Server 2008 Setup =

Setup Support Rules

Setup Support Rules identify problems that might occur when you install SQL Server Setup support files. Failures must be
corrected before Setup can continue,

Setup Support Rules Operation completed, Passed: 6. Failed 0. Warning 0. Skipped 0.

Show details > > Re-run

View detailed report

Figure 2-8-2-7

[ oK ] [ concel Help
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The SQL installed unzips the .exe file and makes a temporary folder, in the following example the temporary
folder is on e:\ drive. If an error appears (figure 2-8-2-8) then retry the installation again.

SQL Server Setup failure. |_23 |

s ‘-.I SQL Server Setup has encountered the following error:

= Could not find file ‘e:\047478375f1a4dc72d359873ad\Medialnfoxml'..

Figure 2-8-2-8

Click “OK” to continue (figure 2-8-2-9)

% SQL Server 2008 Setup =
Product Key
Specify the edition of SQL Server 2008 to install,
Product Key Specify afree edition of SQL Server or provide a SQL Server product key to validate this instance of
I ance Tare SQL Ser?ver 2008. Enter.the 25-ch§racter ke}.f from th.e Microsoft certific.ate of authenticity or product
: packaging. If you specify Enterprise Evaluation, the instance will be activated with a 180-day
Setup Support Files expiration. To upgrade from one edition to another edition, run the Edition Upgrade Wizard.
Express with Advanced Services
Figure 2-8-2-9
< Back Next > l I Cancel
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Tick the “I accept the License Terms” box then click “OK” to continue (figure 2-8-2-10)

785 SQL Server 2008 Setup = ECR
License Terms

To install SQL Server 2008, you must accept the Microsoft Software License Terms.

Product Key -
MICROSOFT SOFTWARE LICENSE TERMS

License Terms
Setup Support Files MICROSOFT SQL SERVER 2008 MANAGEMENT STUDIO EXPRESS

n

These license terms are an agreement between Microsoft Corporation (or based on where
you live, one of its affiliates) and you. Please read them. They apply to the software named
above, which includes the media on which you received it, if any. The terms also apply to any
Microsoft

s updates,

*  supplements, Figure 2-8-2-10
s Internet-based services, and

» support services

for this software, unless other terms accompany those items. If so, those terms apply.

BY USING THE SOFTWARE, YOU ACCEPT THESE TERMS. TF YOU DO NOT ACCEPT THEM,

N BAT 1ICE TLIC ©ACTIAFADE
N
Copy  Print

[#] T accept the license terms.

< Back l l Next = I I Cancel

Click the “Install” button to continue (figure 2-8-2-11), this section may take 1-2 minutes

15 SQL Server 2008 Setup EI 2
Setup Support Files

Click Install to install Setup Suppert files. To install or update SQL Server 2008, these files are required.

Product Key The following components are required for SQL Server Setup:
ez s Feature Name Status
S=tpSippo iR . Setup Support Files

Figure 2-8-2-11

< Back l ’ Install ] ’ Cancel
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Read any warnings then click “Next” to continue (figure 2-8-2-12). No modification of the Windows firewall is

necessary at this stage.

%5 SQL Server 2008 Setup EI@
Setup Support Rules

Setup Support Rules identify problems that might occur when you install SQL Server Setup support files. Failures must be
corrected before Setup can continue,

Setup Support Rules Operation completed. Passed: 10. Failed 0. Warning 1. Skipped 0.

Produttey - e—"—™=

License Terms

Feature Selection Hide details <<

Disk Space Requirements View detailed report
Error and Usage Reporting

Installation Rules Rule Status Il
Ready to Install @ Fusion Active Template Library (ATL) Passed
Installation Progress (% | Unsupported SQL Server products Passed
Complete @ Performance counter registry hive consistency Passed
@ Previous releases of 5QL Server 2008 Business Intelligence Devel... | Passed
@ Previous CTP installation Passed A
@ Consistency validation for SQL Server registry keys Passed i
@ Computer domain controller Passed
@ Microsoft NET Application Security Passed
@ Edition WOWG&4 platform Passed
(@ | Windows PowerShell Passed
A | Windows Firewall Warning B
< Back [ Next > } i Cancel ] I Help

“Select All" then click “Next” to continue (figure 2-8-2-13)

-

5 SQL Server 2008 Setup [=][=] =]

Feature Selection

Select the Express with Advanced Services features to install. For clustered installations, only Database Engine Services
and Analysis Services can be clustered.

Setup Support Rules Features: Description:

g aeS = Instance Features Server features are instance-aware and have
Disk Space Requirements Shared Features their own registry hives. They support

Error and Usage Reporting [¥] Management Tools - Basic multiple instances on a computer.

5QL Client Connectivity SDK
Redistributable Features

Installation Rules
Ready to Install
Installation Progress

Complete

Select Al ” Unselect All |

Shared feature directory: C:\Program Files\Microsoft SQL Server E

[T | o | mr—— | E——
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Check that there is the necessary disk space available then click “Next” to continue (figure 2-8-2-14)

% SQL Server 2008 Setup

Disk Space Requirements

Setup Support Rules
Feature Selection

Disk Space Requirements
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

= [ E 52

Review the disk space summary for the SQL Server features you selected.

Disk Usage Summany:

S@ Drive C: 881 MB required, 30962 MB available
Systemn Drive (C:\): 488 MB required
Shared Install Directory (C:\Pregram Files\Micresoft SQL Server\): 393 MB required

< Back H Next > H Gl ” Help

Click “Next” to continue (figure 2-8-2-15)

% SQL Server 2008 Setup

Setup Support Rules
Feature Selection

Disk Space Requirements
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

[=la] s

Error and Usage Reporting

Help Microsoft improve SQL Server features and services,

Specify the information that you would like to automatically send to Microsoft to improve future
releases of SQL Server. These settings are optional. Microsoft treats this information as confidential.
Microsoft may provide updates though Microsoft Update to modify feature usage data, These
updates might be downloaded and installed on your machine automatically, depending on your
Automatic Update seftings.

View the Microsoft policy for SQL Server privacy and data collection.

Read more about Microsoft Update and Automatic Update,

B Send Windows and SQL Server Error Reports to Microsoft or your corporate report server, This
e setting only applies to services that run without user interaction,

B Send feature usage data to Microsoft. Feature usage data includes information about your
"~ hardware configuration and how you use Microsoft software and services.

< Back ‘ l Mext = ] | Cancel ‘ I Help
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Check any warnings then click “Next” to continue (figure 2-8-2-16)

T4 SQL Server 2008 Setup

Installation Rules

Setup is running rules to determine if the installation process will be blocked. For more information, click Help.

Setup Support Rules Operaticn completed. Passed: 8. Failed 0. Warning 0. Skipped 3.

o e

Disk Space Requirements

Errer and Usage Reporting Show details ==

Installation Rules View detailed report
Ready to Install

Installation Progress

Complete Flgure 2'8'2'16

[ < Back ] [ Mext > } I Cancel ] l Help

H “ ” H H
Click “Install” to continue (figure 2-8-2-17)
% SQL Server 2008 Setup == ==

Ready to Install
Verify the SQL Server 2008 features to be installed.

Setup Support Rules Ready to install SQL Server 2008:

Feature Selection = Summary

Disk Space Requirements Edition: Express with Advanced Services .

Error and Usage Reporting Action: Install Flgure 2-8-2-17

General Configuration

E| Features

i Management Tools - Basic
- 5QL Client Connectivity SDK
(=~ Instance configuration

Installation Rules
Ready to Install

Installation Progress

Complete
Instance Directory: G\Program Files\Microsoft SQL Server'
Shared component root directory
i . Shared feature directory: C:\Program Files\Microsoft SQL Server,
_ Error and Usage Reporting
- Usage Reporting: False

Error Reporting: False

Configuraticn file path:
ChProgram I"iles\.Microsuft SQL Serverildﬂ.\Setup Bootstrap\Log\ZU110426_140§03\C0nﬁgurationl.:ile.ini

<Back H Install H Cancel H Help
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The installation can take 5-10 minutes depending upon the speed of the computer (figure 2-8-2-18)

%5 SQL Server 2008 Setup

Installation Progress

Setup Support Rules
Feature Selection

Disk Space Requirements
Error and Usage Reporting
Installation Rules

Ready to Install
Installation Progress
Complete

[E=5EEE =5

Performing Windows Installer actions.

Install_sql_common_core_Cpu32_Action : ProcessComponents. Updating compenent registration

Next > T ] [ Help

Figure 2-8-2-18

Should the installation fail then try again. If it fails a 2" time, remove the program by uninstalling it through
Windows control panel, reboot, then try again. If successful click “Next” to continue (figure 2-8-2-19)

& SQL Server 2008 Setup

Installation Progress

Setup Support Rules
Feature Selection

Disk Space Requirements
Error and Usage Reporting
Installation Rules

Ready to Install
Installation Progress
Complete

[E=8EnE =

Setup process complete

| Feature Name Status

_@EManagementTools— Basic | Success
'Q | SQL Client Connectivity SDK |Success

Next > H T H Help
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The installation has completed successfully, click “Close” to continue (figure 2-8-2-20)

1 SQL Server 2008 Setup

Complete

Setup Support Rules
Feature Selection

Disk Space Requirements
Error and Usage Reporting
Installation Rules

Ready to Install
Installation Progress

Complete

Your SQL Server 2008 installation completed successfully.

Summary log file has been saved to the following location:

=& =

Ch\Program Files\Microsoft SOL Server\ 1004Setup BootstraphLogh 20110426 140003\Summary Daves-

X201 20110426 14090344

Information about the Setup operation or possible next steps:

@ Your SQL Server 2008 installation completed successfully.

Supplemental Information:

The following notes apply to this release of SQL Server only.

Microsoft Update

For information about how to use Microsoft Update to identify updates for SQL Server 2008, see the

Microsoft Update Web site <http://go.microsoft.com/fwlink/7Linkld=108409> at
http://go.microsoft.com/fwlink/Linkld=108408.

Reporting Services

»

]

Close

I

Help

SECUSYS 2000 Integrated Security Systems Software V3
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Figure 2-8-2-20

SQL Server 2008 Express now needs to be installed. Go to Section 2.9 to install SQL Server 2008 Express
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2.9 Microsoft Server Express 2008 for Windows 7

If Microsoft Windows 7 is being used and no SQL installation is available then Microsoft Server Express 2008
must be downloaded and installed prior to running the SECUSYS 2000 software. The bundled SQL Database,
MSDE, is not compatible with Windows 7. Note that because SQL Server Express is a free cut down
version of SQL (like MSDE), there are limitations so Microsoft SQL Studio Management needs to be
download and installed prior to the installation of SQL Server Express 2008.

2.9.1 Downloading of Microsoft SQL Server 2008 Express

SQL Server 2008 Express SP2 (figure 2-9-1-1) is a free edition of SQL Server that is ideal for learning and
building desktop and small server applications. This is available from the Microsoft web site or click or paste the
following link:

http://www.microsoft.com/downloads/en/details.aspx?FamilylD=40acf55f-0715-4bb0-9735-
d02fc2c8a7af&displaylang=en

a!:_ I|E http://www.microsoft.com/downloads/en/details.aspx?FamilylD=40ACF55F-0715-4BB0-00 D~BoX ‘ m\ )ﬁ Ak

| E Download details: Microsoft®... | E Download details: Microsof... | |

Microsoft SQL Server 2008 SP2 Express Edition Service Pack 2

Brief Description On this page
SOL Server 2008 Express is a free edition of SQL Server that is ideal for 4 Quick Details

learning and building desktop and small server applications, and for

redistribution by ISVs. et

+ System Requirements
+ Instructions
+ Additional Information

e Figure 2-9-1-1

++ What Others Are Downloading
+ Related Downloads

Files in this Download

The links in this section correspond to separate files available in this download. Download the files most appropriate for you.

File Name: Size: Download files below

SQLEXPR_x64_ENU.exe 110.4 MB Download
SQLEXPR_x86_ENU.exe 100.5 MB Download
SQLEXPR32_x86_ENU.exe 87.3 MB Download

Quick Details

Once again click on the download button for the required 32 or 64 bit file and Save As to the “Security” folder.
The 32 bit file required is SQLEXPR32_x86_ENU (figure 2-9-1-1).
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2.9.2

Installation of Microsoft SQL Server 2008 Express

SECUSYS 2000 Integrated Security Systems Software V3
User Manual Part A Version 3.0.1 — 18" July 2011

Once the installation of Microsoft .NET and Microsoft SQL Studio Management is complete, then Microsoft SQL
Server 2008 SP2 Express Edition needs to be installed.

Navigate to the “Security” folder where the files from section 2.9.1 have been downloaded and click on the
SQLEXPRE32_x86_ENU.exe file (or the corresponding 64 bit version) to install Microsoft SQL Server 2008
Express (figure 2.9-2-1)

Note that if Server Express is attempted to be installed without Microsoft.NET the warning in Section 2.7
will appear (figure 2-7-1-2) Microsoft .Net Framework must be installed prior to SQL Server Express

=[5 [ |
@n\:/nv| . v Computer » Data (D) » !SecuSys » Software » Security v|¢,|| Search Sec.. |
Organize v Include in library « Share with + Mew folder =~ H @
- . 'S Mame : * Date modified Size
- Favorites
Ml Desktop ﬂ dotMetFed0_Full_x86_xb4 exe 27/04/201111:59 a...  Application 49 268 KB
4 Downloads ﬁ SECUSYS 2000 Integrated Security System...  10/05/2011 6:28 p....  Application 186,570 KB Select afile
15 Recent Places | SN.bt 21/04/201110:10 a... Text Document 1Kp | topreview.
[=°] SQLEXPR32_x86_ENU.exe 28/04/2011 9:41 a....  Application 89,408 KB
d.g_Libraries |wam —
Click “Run” at the security warning (figure 2-9-2-2)
f
Open File - Security Warning | 23 |
Do you want to run this file?
' f Mame: ..S Server Fxpress 2008 \SQLEXPRWT %86 EMU.exe
Fublisher: Microsoft Corporation
Type: Application
From: F\MS Server Express 2008\5QLEXPRWT x86_ENU.... .
- Figure 2-9-2-2

Ik @I

Run

l I Cancel

[] Always ask before opening this file

While files from the Intemet can be useful, this file type can
potentially ham your computer. Only run software from publishers
you trust. What 's the rish?
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Click “Yes” to allow the installation to continue (figure 2-9-2-3). Note that this will not appear if User Account

Control has been disabled.

- )

'@ Uszer Account Control =]

(9‘] Do you want to allow the following program to make

<’ changes to this computer?

‘ﬁ Program name:  S0L Server 2008 R2
e Yerified publisher: Microsoft Corporation

File crigin: Hard drive on this computer

(%) Show details Y |[__No |

Change when these notifications appear

Figure 2-9-2-3

The SQL Server Installation window will appear after several minutes (figure 2-9-2-4) Click on the word

“Installation” in the left hand menu to proceed.

% SQL Server Installation Center [ <
Planning ;_Eh Hardware and Software Requirements
Inctallation View the hardware and software requirements.
Maintenance ;_Eh Security Docurnentation
Cererl Wiew the security documentation.
Resources ;jh Online Release Motes
Advanced View the latest information about the release.
Options 1_'.»{ Systern Configuration Checker
'-I) Launch a tool to check for conditions that prevent a successful
SQL Server installation.
|j‘-'v Install Upgrade Advisor
Upgrade Advisor analyzes any SQL Server 2005 or SQL Server 2000
compenents that are installed and identifies issues to fix either
before or after you upgrade to SQL Server 2008,
Eh Online Installation Help
Launch the online installation documentation.
:EI Upgrade Documentation
. Y View the document about how to upgrade to SQL Server 2008
% SQL Sewer.zmg from SQL Server 2000 or SQL Server 2005,
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Click “New SQL Server stand-alone installation” (figure 2-9-2-5)

™ SQL Server Installation Center =
Planning . %~ DMew SQL Server stand-alone installation or add features to an
. existing installation
nstallation
Launch a wizard to install SQL Server 2008 in @ non-clustered
Maintenance environment or to add features to an existing 5QL Server 2008
instance,
Teools
Reoriices E’ Upgrade from SOL Server 2000 or SQL Server 2005
Launch a wizard to upgrade SQL Server 2000 or SQL Server 2005
Advanced to SQL Server 2008. Before you upgrade, you should run the
= Upgrade Advisor to detect potential problemns. i
Options Flgure 2'9'2'5
E.Eh Search feor product updates
Search Microsoft Update for QL Server 2008 product updates.
E Wikcresofts
2 SQLServer2008

Click “OK” to proceed if there are no warnings (figure 2-9-2-6)

3 5QL Server 2008 Setup E‘@

Setup Support Rules

Setup Support Rules identify problems that might occur when you install SQL Server Setup support files. Failures must be
corrected before Setup can continue,

Setup Support Rules Operation completed. Passed: 7. Failed 0. Warning 0. Skipped 0.
Show details > Re-run

View detailed report

Figure 2-9-2-6

[ o ]| T ] Help

If SQL has previously been installed on this particular machine then the order for the following slides
will differ. The sequence shown here is for a fresh installation of SQL Server Express 2008 on a new
copy of Windows 7. Click “Next” to proceed (figure 2-9-3-9)
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%5 SQL Server 2008 Setup =@ ==
Product Key

Specify the edition of SQL Server 2008 to install.

Setup Support Rules Specify afree edition of SQL Server or provide a SQL Server product key to validate this instance of

Product Key SQL Server 2008, Enter the 25-character key from the Microsoft certificate of authenticity or product
. packaging. If you specify Enterprise Evaluation, the instance will be activated with a 180-day

License Terms expiration. To upgrade from one edition to another edition, run the Edition Upgrade Wizard.

Feature Selection

Disk Space Requirements
Error and Usage Reporting Express .
Installation Rules Flgure 2'9'2'7
Ready to Install

Installation Progress = = = @ =

Complete

< Back H Next > H e ” Help

Accept the license terms then click “Next” to continue (figure 2-9-2-8)

3 SQL Server 2008 Setup EI@

License Terms

To install SQL Server 2008, you must accept the Microsoft Software License Terms,

Setup Support Rules -
B MICROSOFT SOFTWARE LICENSE TERMS
ticense Terms MICROSOFT SQL SERVER 2008 EXPRESS EDITION i

Feature Selection

Disk Space Requirements These license terms are an agreement between Microsoft Corporation (or based on where
you live, one of its affiliates) and you. Please read them. They apply to the software named
above, which includes the media on which you received it, if any. The terms also apply to
Installation Rules any Microsoft .
Ready to Install Flgure 2‘9'2'8

* updates,

Error and Usage Reporting

Installation Progress

Complete « supplements,
» Internet-based services, and
s support services

for this software, unless other terms accompany those items. I so, those terms apply.

RV IISTHNG THF SOFTWARF VOl ACCFPT THESF TFRMS  TF VO Ny IOT ACCFPT THEM

EE) :
Copy  Print

laccept the license terms.

< Back H Next > ” Cancel ” Help
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Click “Install” to proceed (figure 2-9-2-9)

SECUSYS 2000 Integrated Security Systems Software V3
User Manual Part A Version 3.0.1 — 18" July 2011

7% SQL Server 2008 Setup

Setup Support Files

Setup Support Files

Click Install to install Setup Support files, To install or update SQL Server 2008, these files are required.

The following compenents are required for SQL Server Setup:

Feature Mame

. Setup Support Files

Gathering user settings.

Status

=8 ECR X3

Figure 2-9-2-9

< Back Install ] \ Cancel

“Select All" then click “Install” to proceed (figure 2-9-2-10), again this can take several minutes

5 SQL Server 2008 Setup

Feature Selection

Select the Express features to install.
be clustered.

Setup Support Rules
Product Key

License Terms

Feature Selection
Instance Configuration
Disk Space Requirements
Server Configuration
Database Engine Configuration
Error and Usage Reporting
Installation Rules

Ready to Install
Installation Progress

Complete

For clustered installaticns, only Database Engine Services and Analysis Services can

Features:

[E=H ECR =X

Description:

Instance Features
[¥] Database Engine Services
5QL Server Replication
Shared Features
[¥] QL Client Connectivity SDK
Redistributable Features

Server features are instance-aware and have
their own registry hives. They support
multiple instances on a computer.

Figure 2-9-2-10

Select All ” Unselect Al |

Shared feature directory:

C\Program Files\Microsoft SQL Server

<socc ] [onetan] |

Cancel ‘ I Help
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View any warnings then click “Next” to continue. Ignore the warning about the Windows firewall at this stage
(figure 2-9-2-11)

ﬁ SQL Server 2008 Setup EI@
Setup Support Rules

Setup Support Rules identify problems that might occur when you install SQL Server Setup support files. Failures must be
corrected before Setup can continue,

Setup Support Rules Operation completed. Passed: 10. Failed 0. Warning 1. Skipped 0.
Productltey |_——_—_—_—_——n—_._
License Terms

Feature Selection Hide details <<

Disk Space Requirements View detailed report

Error and Usage Reporting Flgure 2_9_2_11
Installation Rules Rule Status I

Ready to Install @ Fusion Active Template Library (ATL) Passed

Installation Progress (2 | Unsupported SQL Server praducts Passed

Complete @ Performance counter registry hive consistency Passed

@ Previcus releases of SQL Server 2008 Business Intelligence Devel... | Passed

@ Previous CTP installation Passed A
@ Consistency validation for SQL Server registry keys Passed -
@ Computer dorain controller Passed
@ Microsoft MET Application Security Passed
(@ | Edition WOWE4 platform Passed
(@ | Windows PowerShell Passed
A | Windows Firewall Warning n
< Back [ Next > l I Cancel ] ’ Help

Select All then click “Next” to proceed (figure 2-9-2-12)

15 SQL Server 2008 Setup EI@
Feature Selection

Select the Express features to install. For clustered installations, only Database Engine Services and Analysis Services can

be clustered,
Setup Support Rules Features: Description:
eIl Instance Features Server features are instance-aware and have
License Terms [/] Database Engine Services their own registry hives. They support
Feature Selection SQL Server Replication multiple instances on a computer.

Shared Features
. 5QL Client Connectivity SDK .
DESpaceiegiEments Redistributable Features Flgure 2-9-2-12

Server Configuration

Instance Configuration

Database Engine Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

Select Al ” Unselect All ]

Shared feature directory: C\Program Files\Microsoft SQL Server\

I < Back H Next > ” — ” Help
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Click “Next” to proceed (figure 2-9-2-13)

%5 SQL Server 2008 Setup =@ ==
Instance Configuration

Specify the name and instance ID for the SQL Server instance.

Setup Support Rules () Default instance
Utk @ Named instance: SQLExpress
License Terms

Feature Selection

Instance Configuration

Instance ID: SQLExpress Flgure 2'9'2'13

Disk Space Requirements
. . Instance root directory:  C:\Program Files\Microsoft SQL Server', E
Server Configuration !

Database Engine Configuration
Enoiaisiiagelis putiing SQL Server directory: C\Program Files\Microsoft SQL Server\MSSQL10.5QLExpress
Installation Rules

Ready to Install Installed instances:
Installation Progress Instance Features Edition Version Instance ID
Complete

< Back l I Next > ] i Cancel ] I Help

Check that there is enough available space then click “Next” to proceed (figure 2-9-2-14)

3 SQL Server 2008 Setup =n ol |
Disk Space Requirements

Review the disk space summary for the SQL Server features you selected.

Setup Support Rules Disk Usage Summary:

Product Key =1{Z Drive C: 205 MB required, 31340 ME available
License Terms - System Drive (C:\): 118 MB required

Shared Install Directory (C:\Program Files\Microsoft SQL Server'): 0 MB required
Instance Directory (C:\Program Files\Microsoft SQL Server\}: 177 MB required

Feature Selection

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration .
Error and Usage Reporting Flgure 2'9'2‘14
Installation Rules
Ready to Install
Installation Progress

Complete

< Back ” Next > ” [ ” Help
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From the drop down menu select NT Authority\System then click “Next” to continue (figure 2-9-2-15)

45 SQL Server 2008 Setup

Server Configuration

Specify the configuration.

Setup Support Rules
Product Key

License Terms

Feature Selection
Instance Configuration
Disk Space Requirements
Server Configuration
Database Engine Configuration
Error and Usage Reporting
Installation Rules

Ready to Install
Installation Progress

Complete

[F=N ECE

@' Service Accounts | Collation

Microseft recommends that you use a separate account for each SQL Server service.

Service Account Name Password Startup Type
SQL Server Database Engine - =
i NT AUTHORITY\NETWOR,
NT AUTHORITY\SYSTEM

<<Browse...> >

account for all SQL Server services ]

These services will be cenfigured automatically where possible to use a low privilege account.
Cn some older Windows versicns the user will need to specify a low privilege account. For
more information, click Help.

Service Account Name Password

SQL Server Browser NT AUTHORITY\LOCA...

Startup Type

Diatied [

|'®' The specified credentials that were provided for the SQL Server service are not valid. To conti... |

< Back H Next > ” [ ” Help ]

Select “Mixed Mode”, enter “secusys” as the password and confirmation then click “Add Current User” to add a

SQL Administrator then click Next" to proceed (figure 2-9-2-16)

7% SQL Server 2008 Setup

Setup Support Rules
Product Key

License Terms

Feature Selection
Instance Configuration
Disk Space Requirements
Server Configuration

Datak Engine Cs

Error and Usage Reporting
Installation Rules

Ready to Install
Installation Progress

Complete

o= =
Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories,

Account Provisioning | Data Directories | User Instances | FILESTREAM

Specify the authenticaticn mode and administrators for the Database Engine,

Authentication Mode -

) Windows authentication mode

@ Mixed Mode (SQL Server authentication and Windows authentication)
Built-in SQL Server system administrator account

Enter password: Sl Ll

Confirm password:  essesse

Specify SQL Server administrators —

DAVES-%201\ibm (ibm} SQL Server
administrators have
unrestricted access to
the Database Engine.

Add Current UserJ ’ Add... ‘ \ Remove ]

’ < Back H Next > H Cancel H Help
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Click “Next” to proceed (figure 2-9-2-17)

55 SOL Server 2008 Setup = £3
Error and Usage Reporting

Help Microsoft improve SQL Server features and services,

Setup Support Rules Specify the infermation that you would like to automatically send to Microsoft to improve future
releases of SQL Server. These settings are optional. Microsoft treats this information as confidential.

Product Key 2 . : .

Microsoft may provide updates though Microsoft Update to modify feature usage data, These
License Terms updates might be downloaded and installed on your machine automatically, depending on your
Feature Selection Automatic Update settings.

Instance Configuration

Disk Space Requirements N : : .
View the Microsoft policy for SQL Server privacy and data collection.

Server Configuration

Database Engine Configuration Read more about Microsoft Update and Automatic Update.

Error and Usage Reporting
Instaliation Rule Send Windows and SQL Server Error Reports to Microsoft or your corporate report server, This
setting only applies to services that run without user interaction.

El

Ready to Install
Installation Progress

Complete
= Send feature usage data to Microsoft, Feature usage data includes information about your
— hardware configuration and how you use Microsoft software and services.

User Manual Part A Version 3.0.1 — 18" July 2011

Figure 2-9-2-17

Click “Next” to proceed (figure 2-9-2-18) Note also the installation rules failure screen below (figure 2-9-2-19) If
there are failure errors that prevent the installation of continuing then cancel the setup, repair the errors and try

again.

%3 SQL Server 2008 Setup =

Installation Rules

Setup is running rules to determine if the installation process will be blocked. For more information, click Help.

Setup Support Rules Operation completed. Passed: 8. Failed 0. Warning 0. Skipped 4.

e L ----————_———————

License Terms

Feature Selection Show details > » Re-run
Instance Configuration View detailed report

Disk Space Requirements

Server Configuration

Database Engine Configuration

Error and Usage Reporting

Installation Rules

Ready to Install

Installation Progress

Complete
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45 SQL Server 2008 Setup

Installation Rules

Setup Support Rules
Product Key

License Terms

Feature Selection
Instance Configuration

Disk Space Requirements

Setup is running rules to determine if the installation process will be blocked. For more information, click Help.

Operation completed. Passed: 7. Failed 1. Warning 0. Skipped 4.
Hide details <<

View detailed report

Server Configuration Rule Status il

Database Engine Configuration @ Same architecture installation Passed

Error and Usage Reporting <] Cross language installation Failed

Installation Rules @ Existing clustered or cluster-prepared instance Passed

Ready to Install @ Reporting Services Catalog Database File Existence Not applicable

etalalinBngies @ Reporting Services Catalog Temporary Database File Existence Mot applicable E

C et

AL @ SQL Server 2005 Express tools Not applicable
@ Operating system supported for edition Pasced
(| FAT32 File System Passed
@ SQL Server 2000 Analysis Services (B4-bit) install action Pazzed
@ Instance name Passed _
@ Previous releases of Microsoft Visual Studio 2008 Not applicable -
Mext = Cancel I ’ Help
H “ ” H
Click “Install” to proceed (figure 2-9-2-20)
%3 5QL Server 2008 Setup
Ready to Install
Werify the SQL Server 2008 features to be installed.
Setup Support Rules Ready to install SQL Server 2008:
Product Key o Summary =

License Terms

Feature Selection
Instance Configuration
Disk Space Requirements

Server Configuration

Database Engine Configuration

Error and Usage Reporting
Installation Rules

Ready to Install
Installation Progress

Complete

Edition: Express
Action: Install (Slipstream)
=~ General Configuration
- Features
i Database Engine Services
-5QL Server Replication
i - 5QL Client Connectivity SDK |
£ Instance configuration
i Instance Name: SQLEXPRESS
i Instance ID: SQLExpress
= Instance IDs
. i.SQL Database Engine: MSSQL10.SQLEXPRESS
i Instance Directory: ChProgram Files\Microsoft SQL Server'
- Shared component root directory
: - Shared feature directory: C:\Program Files\Microsoft SQL Serverl,
- Error and Usage Reporting

m

lleane Rennrtina Fales
bR i ] v

Cenfiguraticon file path:

C\Program Files\Microsoft SQL Server\100\Setup Bootstrap\Log\20110426_142849\ ConfigurationFile.ini

< Back ][ Install ][ Cancel ][ Help
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The installation can take 5-10 minutes depending upon the speed of the computer (figure 2-9-2-21)

85 SQL Server 2008 Setup = EoR <=

Installation Progress

Setup Support Rules Performing Windows Installer actions,

e L ———

License Terms Install_sql_commaon_core_Cpu32_Action : ProcessComponents. Updating component registration

Feature Selection
Instance Configuration
Disk Space Requirements Figure 2_9-2-21
Server Configuration

Database Engine Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress
Complete

Mext > Cancel ] [ Help

Check that all have installed correctly then click “Next” to proceed (figure 2-9-2-22)

7% SQL Server 2008 Setup EI

Installation Progress

Setup Support Rules Setup process complete

e >

License Terms

Feature Selection ¥
; e X Feature Mame Status
nstance Configuration | £l 5 9

< :(;’) | Database Engine Services | Success
I@ | SQL Server Replication Success

Server Configuration || 5QL Client Connectivity SDK | Success | Figure 2-9-2-22

Database Engine Configuration

Disk Space Requirements

Error and Usage Reporting
Installation Rules

Ready to Install
Installation Progress
Complete

[ Dext > H T H Help
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The installation is complete, click “Close) to exit (figure 2-9-2-23)

% SQL Server 2008 Setup [E=5ESEEd

Complete

Your SQL Server 2008 installation completed successfully.

Setup Support Rules Summary log file has been saved to the following location:

Product Key C:\Program Files\Microsoft SOL Server\100)Setup Bootstrap\Log\20110426 142849\Summary Daves-
X201 20110426 1428406

License Terms

Feature Selection - ] -
Information about the Setup cperation or possible next steps:
Instance Cenfiguration

DR Spacs Requnerments @ Your 5QL Server 2008 installation completed successfully.
Server Configuration

Database Engine Configuration H

Error and Usage Reporting Flgure 2-9-2-23
Installation Rules

Ready to Install
Installation Progress

Complete

Supplemental Information:

The following notes apply to this release of SQL Server only.

(] »

Microsoft Update

For infermation about how to use Microseft Update to identify updates for SQL Server 2008, see the
Microsoft Update Web site <http://go.microsoft.com/fwlink/?Linkld=108409> at
http://go.microsoft.com/fwlink/TLinkld=108409.

Reporting Services

Close ‘ I Help

The PC will now need to be rebooted to make sure that the SQL server starts successfully.
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Chapter 3 System Setup

3.1 Notes for Windows XP and Windows 7 Operating Systems

If Microsoft Windows 7 is being used then Microsoft .NET and Microsoft Server Express 2008 must have been
downloaded and installed prior to running the SECUSYS 2000 software. Refer to Section 2.8.

The bundled SQL Database, MSDE, is not compatible with Windows 7.

Note that the following screen shots for the Microsoft Access and Microsoft Server Express 2008 are taken from
a PC running the Windows 7 Operating System. If the software is being installed on PC running the Windows
XP SP3 Operating System then screen shots may differ slightly. The screen shots for the MSDE installation are
taken from a PC running Windows XP, SP3.

Windows 7 uses “User Account Control”. User Account Control should be turned off when running the
SECUSYS 2000 Integrated Security Systems software. To turn off User Account Control go Start, Control Panel,
System & Security, Change User Account Control Settings (figure 3-1-1). Move the slider to the “Never Notify”
position then click OK.

Choose when to be notified about changes to your computer

User Account Contraol helps prevent potentially harmful pregrams frem making changes to your computer,
Tell me more about User Account Control settings

Abways notify

Never notify me when:

®  Programs try to install software or make changes to

_ _ my computer F|gure 3_1_1

® [make changes to Windows settings

0 Mot recommended. Choose this only if you need te
use pregrams that are not certified for Windows 7
- - because they do not support User Account Control,

Mever notify

[ P oK JI Cancel
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3.2 Opening the Software

Make sure the PC is directly connected to the SECUSYS access controller, or to the
converter in the case of RS-232/485 connection, or is on the TCP/IP network if a TCP/IP
connection to the controller is being used. If the PC does not have a serial port and a

USB to RS-232 convertor is being used then refer to section 3.8 for setup.

Click on the “SECUSYS 2000" Desktop Icon (figure 3-2-1) or click “Start, (All) Programs,
SECUSYS 2000 Integrated Security Systems, SECUSYS 2000" to load the software. Note
that for the initial software running there will be a delay of a few seconds or so while

the software attempts to connect to the default database. This is normal.

SECUSYS 2000 Integrated Security Systems Software V3
User Manual Part A Version 3.0.1 — 18" July 2011

3
bEGUSTS

J
0U0]
Figure 3-2-1

Allow the firewall to access both Private and Public networks for Windows 7 (figure 3.2-2) or unblock for
Windows XP (figure 3-2-3)

-

ﬂ Windows Security Alert |El

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of SECIUSYS 2000 Integrated Security Systems
Software on all public and private netwarks,

E S] Mame: SECUSYS 2000 Integrated Security Systems Software
Publisher: SECUSYS Group Limited
Path: C:\program files\secusys\secusys 2000 integrated security

systems\secusys 2000, exe
Allow SECUSYS 2000 Integrated Security Systems Software to communicate on these
IEPrivate networks, such as my home or work network

[¥] Public networks, such as those in airports and coffee shops (not recommended
because these networks often have little or no security)

What are the risks of alowing a program through a firewall?

I @'Allowaccess ‘ | Cancel ‘

= Windows Security Alert E|

d“@'ﬂ_' To help protect your computer, Windows Firewall has blocked
some features of thiz program.

Do you want to keep blocking this program?

Es] MHame: SECUSYS 2000 Integrated Security Systems Software
Publizher: SECUSYS Group Limited

[ k.eep Blocking ] [ Unblock, J [ Azk Me Later

“Windows Firewall has blocked thiz program from accepting connections from the
Internet or a netwark. | pou recoghize the program or trust the publisher, pou can
unblock it When should | unblock a program?
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3.3 Selecting the Language

This screen is only shown once, (figure 3-3-1) however the language can also be changed from within the
software. Click on the arrow to bring up the drop down menu then scroll to the required language, select it and
click “OK”.

Integrated Security Systems

i
Please Select Your Language

Lahguages

[English Us

Figure 3-3-1

3.4 Selecting the Database — MS Access or MS SQL

An error message will now appear saying that the software cannot find the database, this is normal for the 1st
time the software is run, (figure 3.4-1). Click “Yes" to proceed.

SECUSYS 2000 Integrated Security Systems Software =

l.-"’_"“l An error happened while attempting to link to the Database. Would you Figure 3-4-1
Sl like to try again?

LY JL N

Select the database you wish to use then click “Next” to proceed (Figure 3-4-2). Note that the database can also
be changed from within the software (refer to Section 6.6). For normal operation on a live site then SQL should
be selected. SQL can be either the free versions of SQL, MSDE or Server Express 2008, or a licensed copy of
Microsoft SQL 2005 or later. However for demonstration and training and testing purposes where only a single
PC is being used then MS Access may be selected.

Note that Microsoft Access is not suitable for a live site where there are multiple PC’s accessing the
SECUSYS Software.
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<] Access Control System (Database Link Wizard) =2

Welcome

Fleasze Select Your D atabase Type

Database Type

) M5 Access @ M5 SO0

Figure 3-4-2

< Back, Mest> | | Cancel

35 Microsoft Access Database Setup

If Microsoft Access has been selected as the preferred database, then proceed with section 3.5. If MS
SOL MSDE has been selected as the preferred database then proceed with Section 3.6. If MS SOL
Server Express 2008 has been selected as the preferred database then proceed with Section 3.7.

Select the MS Access Database file path (figure 3-5-1) by clicking on the file button to the right of the path.
Normally this will be “C:\Program Files\SECUSYS\SECUSYS 2000 Integrated Security Systems\Data\Secusys
2000.mdb™ A list of available Access Database files will be shown (figure 3-5-2). Double click the required
database file (figure 3-5-2) then click ok to proceed (figure 3-5-3)

Q Database Link Wizard

y DataBaze File
= Select or enter a M5 Access database file
M5 Access Database File
M5 Access Database File Flgure 3-5-1
Secusye2000.mdb | @
< Back “ af ] [ Cancel
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Look in: | £ Data v | € s B
_E @Secusyﬂﬂﬂﬁ.mdb
My Recent
Dacurents
@ Figure 3-5-2
Desktop
My Documents
My Computer
File name:; |Secusys2DElU.mdb A | [ Open ]
My Network Files of type: | Microzoft Access D atabase[”.mdb) v | [ Cancel ]
@ Database Link Wizard %]
l”' & DataBase File
l"'-‘) Select or enter a M5 Access database file
MS Access Database File
Figure 3-5-3

M5 Access Databasze File
C:\Program FileshSecusyshSECUSYS 2000 Integrated Sec:Ll

< Back ]L QK ] [ Cancel

If an “Access Denied” message appears on a computer using the Windows 7 Operating System (figure 3-5-4) it
means that User Account Control has not been disabled. Refer Section 3.1

Page 56 of 126



S E C U SYS SECUSYS 2000 Integrated Security Systems Software V3

SECURITY SYSTEMS

User Manual Part A Version 3.0.1 — 18" July 2011

[“‘] Access Control System(Database Link Wizard)

i DataBase File
L Select or enter a M5 Access database file

%

p| SECUSYS 2000 Integerated Security Systems Software

|6I Access Denied.

< Back J[ 0K J | Cancel

Figure 3-5-4

Click “OK” to proceed and it will take 10-20 seconds or so to set up the new database then either the login
screen will appear (figure 3-5-5) or a message re the SECUSYS Dongle will appear (figure 3-5-6). Either way

proceed to section 3.8.

Intograted Security Systems

i 15 £C US Y Sy

Idzer I.ﬂ.dmlnlstratnr v

Paszword: |

[] Ao Fun [] 5ave Password || MinMized Login

[ Login ]I Cancel H Help

el

Figure 3-5-5

Click “OK” to exit the MS SQL Connection Settings screen and

database then either the login screen will appear (figure 3-6-

appear (figure 3-6-7). Either way proceed to section 3.8.

it will take 10-20 seconds or so to set up the new
6) or a message re the SECUSYS Dongle will
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3.6 Microsoft SQL MSDE Database Setup

If Microsoft Access has been selected as the preferred database, then proceed with section 3.5. If MS
SOL MSDE has been selected as the preferred database then proceed with Section 3.6. If MS SOL
Server Express 2008 has been selected as the preferred database then proceed with Section 3.7.

This section sets up Microsoft SQL MSDE as the database and is only to be used on a PC running the Windows
XP, SP3 Operating System. MSDE is incompatible with Microsoft Windows 7.

Before proceeding with this section please ensure that the SQL MSDE database is installed and running. If the
database is running an icon will appear on the taskbar (figure 3-6-1)

Figure 3-6-1

Right or double clicking this icon will bring up the SQL Server Manager window. This shows the machine name,
S10-2 and shows with the green arrow that the SQL MSDE service is running. If MSDE has been installed as
part of the SECUSYS software installation and has not started then it may need to be started manually or the
computer will need to be rebooted.

0 S0L Server Service Manager D|§|g|

Server! |SID—2 lJ
Serwvices: |5QL Serwer lJ
Refresh services. .. | )
Figure 3-6-2
v
n Fan=e
B Stop

W Auto—start serwice when 0F starts

Bunning - 4“h310-2 - MSSQLSerwer
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Once SQL has been selected as the database of preference (figure 3-4-2) then the MS SQL Connection
Settings screen will appear (figure 3-6-3)

@ Database Link Wizard

Q kS SOL Connection Settings

Specify the fallowing to connect to M5-S0L server Database:
1.5elect or enter a server name [PC Name].

|| | [ Fiafresh

2 Enter information ta log on ta the MS SOL Server

(%) Use WindowsNT integrated security
) Usze a specific user name and password

Uzer Mame: Figure 3-6-3
pagsword; N
3. () Select the M5 50L D atabaze name on the M5 SQE_SBWEIZ
|

O Ereate a M5 S0OL Database named:
! |
Using the M5 SGL file named:

| |E Test Connection

Prior to completing this screen the server name needs to be known. The server name can be found from the
SQL Server Manager (figure 3-6-2) or right click the My Computer icon and go to the computer name tab (figure
3-6-4).

System Properties

_ System Restare ..:_ _Automatic Updates : Remate

General | ComputerMame | Hardware | Advanced

;;J Wwindows uzes the following information to identify your computer
oh the network.

Computer description: I

or example: "Kitchen Computer” or "Many's

Full computer name

wiork group: WUREGROUP

To uge the Metwork |dentifization wizard to join a Metwork 1D
domain and create a local user account, click Metwark

1D.

T o rename this computer ar join a domain, click. Change.

Figure 3-6-4

Ok ] [ Cancel
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There are a few steps in completing the MS SQL Connection settings box.

The 1st step is to select a server name. This is the name of the PC that is running SQL and will normally be the
same machine that the SECUSYS Integrated Security System software is being installed on and will be the
same name as appears in figures 3-6-2 and 3-6-4 on the preceding pages. In the example below the server
name is S10-2 (figure 3-6-4). To select this computer click on the arrow to the left of the refresh button (figure 3-
6-2) and select the required computer name. If the computer name does not appear in the list click on the
refresh button.

The 2nd step is to select how to login to the SQL Server. The default is to use WindowsNT integrated security
although there is a user name and password option. Contact the IT Department for advice. For the user name
and password option the user name is “sa” and the password is “secusys”. Refer to the text file that came with
the software (figure 2-3-9).

The 3 step is to select the database name and location. The 1st time this screen is accessed, the user needs to
select the “Select the MS SQL database name on the SQL server” option, click on the drop down box arrow and
select the “Secusys 2000" database.

Once these steps are completed then click on the test connection button (figure 3-6-4)

@ Database Link Wizard

@ M5 SOL Connection Settings

Specify the fallowing to connect ta MS-50L zerver Databaze:
1.5elect ar enter & zerver name [PC Mame].

2 Enter information to log on to the M5 SOL Server
) Use windowshT integrated secrity

(#) lse a specific user name and password Figure 3-6-4
IJzer Mame: :sa 1
password; :"““"

3 @ Select the MS S-L?!._L Ijaté:ba&e name on tl*'u-e- MS SE!L -Server:

w200 "
() Create a M5 SOL D atabase named:

Using the M5 SOL file named:

Test Connection

[ < Back ” Ok, ] [ Cancel ]

If the database can be found the “Connection Tested Successfully” box will appear (figure 3-6-5). Click “OK” to
exit back to the MS SQL Connection Settings screen.
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@ M5 SOL Connection Settings

Specify the following to connect to MS-SOL server Database:
1.5elect or enter a zerver name [FC Mame]:
5102 v || Refresh |

2 Enter information to log on to the MS SOL Server

() Use WindowsMT integrated security
() Use a specific user name and password

User Mame: ia

pazsword: sssssse Flgure 3-6-5
3. (3) Select the M5 S0L Database name on the M5 SOL Server:

| Secuzys2000 “w |

() Create a M5 S0L Database named;
| Secusy=2000 |
Using the MS SOL file named:
C:\Program Files\SecuspshSECUSYS 2000 [y | [ Test Connection |

[ < Back ][ 0K ] [ Cancel J

tructions

SECUSYS 2000 Integrated Security Systems Software | X |

1 } Connection tested successfully,

Click “OK” to exit the MS SQL Connection Settings screen and it will take 10-20 seconds or so to set up the new
database then either the login screen will appear (figure 3-6-6) or a message re the SECUSYS Dongle will
appear (figure 3-6-7). Either way proceed to section 3.8.

Figure 3-6-6

Integrated Security Systems

L
euavﬂ SECUSYS 2000 Integrated Security Systems Software

@% Please plug the SECUSYS USB Dongle into the PC USB Port and click OK
Y to continue or Cancel to exit. For Demo Version please click OK.
zer: | Adrniniztratar w |
Pazzword: | |
[ &uto Fun []5ave Password  [[] MinMized Login
[_ Lagin ,] [ Cancel J [ Help J Flgure 3-6-7
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3.7 Microsoft SQL Server Express 2008 Setup

If Microsoft Access has been selected as the preferred database, then proceed with section 3.5. If MS
SOL MSDE has been selected as the preferred database then proceed with Section 3.6. If MS SOL
Server Express 2008 has been selected as the preferred database then proceed with Section 3.7.

Note that if SQL Studio Management is to be used then this needs to be installed prior to SQL Server
Express 2008.
This section sets up Microsoft SQL Server Express 2008 as the database. Before you select the “MS SQL”

option, please ensure that SQL Server (SQLEXPRESS) is running. If the MSSQL Service is not running then an
error will result (figure 3-7-1). The computer will need a reboot after the installation of SQL Server Express.

-

SECUSYS 2000 Integrated Security Systems Software @

| \ Testing connection failed, [DEMETLIB][ConnectionOpen
k"4 (Connect()).]50L Server does not exist or access denied Figure 3-7-1

-

To check that the service is running Click Start, (All) Programs, Microsoft SQL Server 2008, Configuration Tools,
SQL Server Configuration Manager (figure 3.7-2)

Microsoft SQL Server 2008
4 Impoert and Export Data (32-bit)

rTgUration | ools

Figure 3-7-2

'fﬂ_ L Server Configuration Manager

QL Server Error and Usage Bapoftin
T SOL Server Installation Center

The top line shows that the SQL Server (SLEXPRESS) is running (figure 3-7-3).

& Sql Server Configuration Manager EI@

File Action View Help
@9 |5 6= H
‘@ SQL Server Configuration Manager (Local) MName State Start Mode Log On As ProcessID .

g QL SewerServices| 5 5QL Server (SQLEXPRESS) Running Automatic LocalSystem 1396 Flgure 3-7-3
: % zgt ;ert"er r‘éﬁt““:’lz?c”f'g:_”t'i? &) SQL Server Agent (SQLEXPRESS)  Stopped Other (Boot, Syste..  NT AUTHORITYANE... 0
= atve Lemt IS Romnguration 1 2 sqL Server Browser Stopped Other (Boot, Syste..  NT AUTHORITYALO.. 0
4 m 13

Another way is to go to the Task Manager, click on Services and check that the MSSQL Service is running

(figure 3-7-4)
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‘8 Windows Task Manager El

File Options View Help

| Applications | Processes | Services | Performance | Networking | Users |

Fe
MName PID Description Status Group &
MsMpSvi 216 Microsoft Antimalware Service Running M8
MSSQLSSOLEXPRESS 1396  SQL Server (SQLEXPRESS) Running MJA
MSSQLServerADHelper 100 SQL Active Directory Helper Service Stopped M8
napagent Metwork Access Protection Agent Stopped MetworkSe. ..
Figure 3-7-4

Once SQL has been selected as the database of preference (figure 3-4-2) then the MS SQL Connection
Settings screen will appear (figure 3-7-5)

E-‘- Databasze Link Wizard é

Q kS SOL Connection Settings

Specify the following to connect to M5-50L server Databaze:
1.5elect or enter a server name [FC Name]:
| - [ Refresh

2 Enter information ta log on to the M5 SOL Server Figure 3.7.5

@ Use WindowsNT integrated security
1 Use a specific user name and passwond
Uzer Mame: ]
pazsword:
3. @ Select the M5 SOL Databaze name on the M3 S0L Server

-

(1 Create a M5 S0L Database named:

Uzing the M5 SOL file named:

Test Connection

The 1st step is to name the server. Click on the drop down box under the “Select or enter a server name” and
the PC name should appear. If it does not then click refresh. If it still does not then right click on the “My
Computer” icon and Click Properties (figure 3-7-6) The machine name is listed as the Computer Name. Enter
this PC name in manually (Once entered type the following after the server name without the quotation marks
“SQLEXPRESS" (figure 3-7-7).
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.

- Ap— L L - B B -— = Elwg

B, Control Panel b System and Security b System [ 44| Search Con.. O]
@ -

Control Panel Home : —_— .
View basic information about your computer

'.‘i' Device Manager Windows edition
IFy Remote settings Windows 7 Ultimate

) System protection Copyright © 2009 Microsoft Corporation. All rights reserved.
'i;' Advanced system settings Service Pack 1

Figure 3-7-6

m

System
Rating: m Windows Experience Index
Processor: Intel(R) Core(TM) i7 CPU M620 @ 267GHz 2.67 GHz
Installed memaory (RAM):  6.00 GB (2.92 GB usable)
System type: 32-bit Operating System
Pen and Touch: Mo Pen or Touch Input is available for this Display

See also .
B Change settings
Action Center :

Windows Update

Computer description:

Performance Information and
Tools Waorkgroup: WORKGROUP

[4] Database Link Wizard =

q M5 SOL Connection Settings

Specify the following to connect ta MS5-S0L server D atabase:
1.5elect ar enter a zerver name [FC Mame]:

DAVE H201\SOLEXPRESS -

2 Enter infarmation ta lag on ta the MS SGL Server
1 Use WindowsNT integrated security

@ Use a zpecific user name and password Figure 3-7-7
lzer Mame: A
pazsword: LTI LT

3. ) Select the M5 SOL Database name on the M35 SOL Server:

@ Create a M5 S0L Database named:
Secusyz2000
[Jszing the M5 SOL file named:

C:4Program FileshSecusyshSECUSYS 20001n [ .. |
T

The 2nd step is to enter a User Name and Password. These are in the original SN.txt file supplied with the
software and are “sa” for the user name and “secusys” for the password.
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The 3 step is to Create a SQL Database. Select “Create a MS SQL Database named” then click on the 3 dots
to the left of the Test Connection button. The supplied Secusys 2000 database is located by default at

C:\Program Files\Secusys\Secusys 2000 Integrated Security Systems\Data” (figure 3-7-8).

[‘3 Open 'S@ |
.\;}. I\_.#'I | <« Secusys b SECUSYS 2000 Integrated Security Systems » Data - | &?l | Search Data o ]
Organize * Mew folder = - O @

" Favorites Name Date modified Type Size
& Downloads [P Secusys2000_Data.MDF 21/04/2011 11:23 &..,  SQL Server Databa... 5,632 KB
Bl Desktop
=l Recent Places
Figure 3-7-8

Double click this database and it will appear under “Using the MS SQL file named” box (figure 3-7-7). Then
check the option next to No 3 and click on the drop down box under the “Select the MS SQL Database name on

the MS SQL Server” box. Select SECUSYS 2000 (figure 3-7-9). The screen should now look identical to the
screen below with the exception of the server name (figure 3-7-9)

. =)

[3g] Database Link Wizard

Q M5 S0L Connection Settings

Specify the fallowing to connect ta MS5-SOL zerver Databaze:
1.5elect or enter a server name [PC Hame):
DAVE %2014 OLEXPRESS -
2. Enter infarmation ta log on to the M5 SOL Server

) Uze WindowsMT integrated security
@ Use a specific user hame and password

Uzer Mame: 23

Figure 3-7-9

pazzword:
3. @ Select the MS SOL Databasze name an the MS SOL Server:

Secuszys2000 -
) Create a MS SOL Database named:
Secuzyz2000

Uzing the M5 SOL file named:
C:\Program Files"Secusys\SECUSYS 2000 In][ .

< Back ][ 0K ] [ Cancel ]
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Click on the Test Connection box and the “Connection tested successfully” box will appear (figure 3-7-10)

[9) Database Link Wizard

-

M5 S0L Connechion Settings

<

Specify the following to connect to MS-S0L server Databasze:
1.5elect ar enter a server name [P Mame):
DaAVE <2015 ULEXPRESS

-

SECUSYS 2000 Integrated Security Systems Soft... (SRS

| Connection tested successfully.

C:AProgram FileshS ecuspe' SECUSYS 2000 In

[

2
- Refresh
Figure 3-7-10
< Back ” 0k ] l Cancel l

Click “OK” to exit the MS SQL Connection Settings scre

en and it will take 10-20 seconds or so to set up the new

database then either the login screen will appear (figure 3-7-11) or a message re the SECUSYS Dongle will
appear (figure 3-7-12). Either way proceed to section 3.8.

Integrated Security Systems

CUSY Sy

User: | drmiriistrator v
Password: | |
[ uito Rrun [] Save Password [ Minbized Login
| Logn J[ Cancel |[ Hep |

Page 6

Figure 3-7-11

SECUSYS 2000 Integrated Security Systems Software

.’.-_-.\.
[ |
=

Please plug the SECUSYS USE Dengle into the PC USE Port and click OK
to continue or Cancel to exit. For Demo Version please click OK

Figure 3-7-12
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3.8 Hardware Key & SECUSYS Main Login Window

One the respective database has been set up then the software will automatically continue to the main login
screen (figure 3-8-2). However the software is protected by a USB Hardware Key which must be inserted into a
USB port before the software will load. If the hardware key has not yet been plugged into a USB port on the
same computer then do it now and click “OK” (figure 3.8-1). Note that Demo versions do not require the use of a
Hardware Key. If a Demo version is being used then click “OK” without inserting the hardware key. In Demo
mode the software will still run but functions will be limited.

SECUSYS 2000 Integrated Security Systems Software [ Z3 |

% F‘Iease plug the SECUSYS USE Dongle into the PC USE Port and click OK .
¥ to continue or Cancel to exit. For Dema Version please click OK, Figure 3-8-1

The logon welcome screen will appear (figure 3-8-2). The default logon is “Administrator” and the default logon
password is “secusys”. Enter “secusys” and click “Login”

=
Intogmtnd Security Systums
WEC USYS
User [ Adriistrator - Fgure 3-8-2
Pasinh -
[ #wito Run [] Save Password [ Mirhized Login
| Logn || Cancel |[ Hep
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The SECUSYS 2000 Integrated Security Systems software main screen will now appear (figure 3-8-3)

[ siop ey |

[lert Events
[ Admowledae |[ Description |[ End ][ Location |[View Captured |

| |AutoID |Event State |Instructions [Time Site Name System |5ystem Sub Unit i

[0 | 3

TCP Listen: True  Desktop Reader User: Administrator  Legal User: Secusys Group

Figure 3-8-3
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3.9 USB to RS-232 Adapters

SECUSYS does not recommend the use of portable USB to RS-232 convertors. Many of these devices in the
market are unstable and do not offer a true RS-232 Port. The preferred option is for the server PC to have a
serial card inserted into the PC. However if a portable USB to RS-232 adaptor is used then the following section
should be read.

If the PC being used does not have an internal RS-232 Serial Port and an external USB to RS-232 adaptor is
required, then this adaptor needs to be set up prior to running the SECUSYS software. If no adaptor is required
then proceed to section 5.

Note the following screen shots are from Windows XP. The same logic applies if Windows 7 is being used.

Plug in the adaptor into a free USB port and run the software provided or run the software provided with the
adaptor first then plug the adaptor in when requested to.

Windows allocates different Com Port addresses depending upon the USB port that the adapter is plugged into.
To see what Com Port Windows has allocated, plug in the adaptor to a free USB port and open Device Manager.
This can be done by right clicking on the “My Computer” icon on the desktop and selecting “Manage” from the
drop down menu. (Figure 3-10-1) The Computer Management screen, (Figure 3-10-2) will appear.

Open

Explore

JustZIPit - Create a ZIP File
JustZIPit - then Email
Search. ..

Scan wikh AVG Free .

Figure 3-9-1
Map Mebwark Drive, ..
Disconnect Mebwark Drive. ..

Create Sharkout
Delete
Rename

Properties
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From the Computer Management screen (Figure 3-9-2), click on Device Manager in the left hand column then
click on Ports in the right hand panel. Take note of the Com Port that Windows has allocated (Figure 3-9-2). If
the Ports option does not appear in the right hand panel then Windows is not recognizing the Com Port. Make
sure that the correct drivers that came with the USB to Serial adaptor have been loaded. The Com Port listed in
Device Manager must be the same as the Com Port specified in the software under COM Port Settings. Make

SECUSYS 2000 Integrated Security Systems Software V3
User Manual Part A Version 3.0.1 — 18" July 2011

sure the Desktop reader COM Port is not set to the same COM Port as above (Section 7.8) or it will conflict.

O Computer Management

g Eile  Action Yiew ‘Window Help g =) J
= - || 2
= omputer Management (Local) [tk DYDCD-ROM drives ~
= @ Swstem Tools [+ fidg Human Interface Devices
+ _ﬂ Ewent Yiewer [+ -i=2) IDE ATAJATAPI controllers
+ Shared Folders [+-&a9 IEEE 1394 Bus host controllers
+ % Local Users and Groups [+ Kevboards
+ g Performance Logs and Alerts [y Mice and other pointing devices
Device Manager [+ L Modemns
= @ Starage ] @ Monitars
+ Rermovable Storage [=- B8 Metwork adapters
Digk. Defragmenter Bl 1394 Met Adapter
Disk Management B8 Intel(R) PROJ100 YE Metwork Connection
+ @ Services and Applications B8 Intel(R) PROMWireless 2200BG Metwork Connection
B8 Realtek RTLE139 Family PCI Fask Ethernet MIC
- @ PCMCIA adapters
= % Ports (COM & LPT)
5 UsB Serial Port (COME)
[+ %88 Processors
[+ ;-, Secure Digikal host contrallers
=+ @), Sound, video and game controllsrs
- g System devices
F | [+ é Universal Serial Bus controllers -
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3.10 Installing a Client

The SECUSYS software allows for the installation of up to 100 Clients. A Client is a computer other than the
Server computer that is running the SECUSYS 2000 software and needs to connect to the server database.

3.10.1 Microsoft Access Client

Microsoft Access is suitable for a single machine only. It is not suitable for larger sites or where the database
needs to be connected to by remote clients. However should the Access Database need to be viewed from a
Client PC then proceed with the following:

The 1st step is the folder containing the MS Access database on the server machine must be shared. If you are
using the default Access database and have installed it in the default directory then the path will be C:\Program
Files\SECUSYS\SECUSYS 2000 Integrated Security Systems\Data. This Data directory needs to be shared.

For a PC running Windows 7 go start then your user name then in the left hand panel go to C:\Program
Files\Secusys\Secusys 2000 Integrated Security Systems. Highlight the Data folder, right click then click Share
With, Advanced Sharing. The Data Properties window will appear (figure 3-10-1-1) Click on the “Advanced
Sharing” button

Data Properties ﬁ

General | Sharing |Securit)r| Previous Versions Customize|

Metwork File and Folder Sharing

Data
Shared

Metworl Path:
WWOAVES-#201Data

Share...

Figure 3-10-1-1
Advanced Sharing

\ Set custom pemissions, create multiple shares, and set other
advanced sharing options.

[ '&'Mvanced Sharing...

Password Protection

People must have a user account and password for this
computerto access shared folders.

To change this setting, use the MNetwors and Sharing Center.

[ OK H Cancel ] Aoply

E s
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Tick the “Share this folder” box then click Permissions (figure 3-10-1-2)

r B
Ad ed Shari
vanc aring — ﬁ
Share this folder
Settings
Share name:
Data
Add Remove
Limit the number of simultaneous users to: 0 = FIgUI’e 3-10-1-2
Comments:
| |
[ Permissions J [ Caching ]
[ Ok ] [ Cancel l [ Apply ]
e — = — &

Check that Everyone has Change & Read permissions (figure 3-10-1-3) then click OK, Apply, OK, OK ,OK

i B’
| Permissions for Data u
Share Permissions

GI‘DIJFI ar user names:

E!J Everyone

Figure 3-10-1-3

Pemissions for Everyone Allow Dery

Full Control
Change
Read

Leam about access control and permissions

ok [ Conen | [ rowy |
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Once the “Data” directory is shared the 2" step is to load the SECUSYS software on the client machine as per
chapter 2.2 however select “Install the Client” at the Select Install Type screen (figure 3-10-1-4).

5 SECUSYS 2000 Integrated Security Systems Setup

Select Inztall Type SECUSYS
Select an ingtallation twpe and click Mest to continue.

SECURITY SYSTEMS
) Server

Install the Server.

(&) Client
Install the Client Figure 3-10-1-4

< Back “ Mewut > l [ Cancel

Enter the IP address of the server (figure 3-10-1-5) If this is unknown go to the server, open the CMD prompt
and type IPCONFIG. The Servers IP address will be listed. Once entered click “Next”

il SECUSYS 2000 Integrated Security Systems Setup

Enter Data

|

SECUSYS

SECURITY SYSTEMS

Fill i the iterns below and click Mext to continue,
Fleaze provide the following information;

Secuszpz 2000 Server name / 1P address
192168.1.127

Figure 3-10-1-5

< Back “ Mest » l [ Carcel

Remove all the ticks except for the SECUSYS basic software then click “Next” (figure 3-10-1-6).
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7 SECUSYS 2000 Integrated Security Systems Setup

Select Program Features

Select the program features that vou want to install

SECURITY SYSTEMS)

Please select the progran features pou want to install and click Mest to continue.

5 Integrated Secu ]
\[CICard Printer [10.9 ME] .
|
[ITime & Attendance 10 ME] Figure 3-10-1-6
IDEanleen [10.2 MB]
IDGuard Tour [10.E ME)
|[CIMeeting [9.7 MB)

Access Control System, CCTY and Intrusion System

[ < Back " Mt > ] [ Cancel ]

Keep on clicking next until the message re installing the Softdog Hardware Key drivers appears. Select “No”

then “Finish” to exit the installer.

Once the program is installed on the client then run it on the client. The Database error screen will appear, click
“Yes” to select the database type (figure 3-10-1-7)

SECUSYS 2000 Integrated Security Systems Software

@ &n error happened while attempting to link to the Database. Would you like to try again? Figure 3-10-1-7

es l [ Mo

Click “MS Access” then “Next” (figure 3-10-1-8) and the next Database Link Wizard screen will appear (figure 3-
10-1-10).

Weloome
Please Select vour Database Type

[atabase Type

Figure 3-10-1-8

(®) M5 Access O MS 501

Mext ] [ Cancel ]
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Click the folder to the right of the box (figure 3-10-1-10) and search the network for the server PC and click on
the shared Data directory then highlight the Secusys2000.mdb file and click Open (figure 3-10-1-9)

Y| @2 E

My Fecent
Drocuments

X

My Documents

4y Camputer

File name: | Secusys2000.mdb

v

Open ]

My Mebwork, Files of type:

| Microsolt Access Database[*. mdb)

v| [ Cancel ]

Figure 3-10-1-9

The correct path should now appear (figure 3-10-1-10). Click “OK” to continue.

@ Database Link Wizard

e 5 DataB ase File

Select or enter a M5 Access database file

3

5 Access Database File

M5 Access Database File

|f\\D aves-#20140atahs ecusye2000. mdb

[ ¢ Back “

ok ] [ Cancel ]

Figure 3-10-1-10

The main SECUSYS login window will now appear (figure 3-10-1-11) Login using the same credentials as the
server.

Integrated Security Systems

ECUS Y il

User | dministrator v|
Password | |
[] Auta Run [] Save Password  [] MinMized Login
| Logn || cancel |[ Help |
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By default SQL Server Express 2008 does not allow remote connections. So before the client is configured the
SQL Server Express 2008 needs to be configured. To enable remote connections on a Server running SQL
Server 2008 the SQL Server Browser service needs to be running. (SQL Server Browser listens for incoming
requests for Microsoft SQL Server resources and provides information about SQL Server instances installed on
the computer) and the TCP/IP protocol for SQL Server 2008 Express to accept remote connections needs to be

enabled.

Also it pays to make sure that the Server Authentication is SQL Server and Windows Authentication. By default,
SQL Server 2008 Express allows only Windows Authentication mode so you can connect to the SQL Server
with current user log-on credentials. If you want to specify a user for connection to the SQL Server, you have to
change Server Authentication to SQL Server and Windows Authentication. This should have been set up when

the SQL installation was done but check now.

To Enable the Browser service open SQL Server Configuration Manager. Click Start, Programs, Microsoft SQL
Server 2008, Configuration Tools, SQL Server Configuration Manager (figure 3-10-2-1).

) Microsoft SQL Server 2008
L Import and Export Data (32-bit)
Az SQL Server Management Studio

. Configuration Tools
= Reporting Services Configuratior
E 50L Server Configuration Manag
=] SQL Server Error and Usage Repo
™3 SOL Server Installation Center

. Integration Services

Figure 3-10-2-1

On the SQL Server Configuration Manager, select SQL Server Services in the left window. In the right window
you will see three services. The SQL Server Browser services needs to be running (figure 3-10-2-2) If it is not

running then it needs to be started.

Figure 3-10-2-2

Page 76 of 126

- y

& Sal Server Configuration Manager =ARCE X
File Action View Help
es2:IE
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Double-click on the SQL Server Browser and the Properties window will appear. Set the account for starting
SQL Server Browser Service as the Local Service account then click the “Start” button (figure 3-10-2-3).

EE— .

- - =
SQL Server Browser Properties

Log On | Service I Advanced

Log on as:

% Built-in account:

Local Service
™ This account:

Account Name:

Password:

Confirm password:

=]

I Browvuse |

Service status: Stopped
Start | Stop | Pause | Restart |
o) [ J[ o

On the SQL Server Browser Properties screen, move to the Service tab and change the Start Mode to
Automatic so the service starts automatically when the computer starts. Click “Apply” then “OK” (figure 3-10-2-4)

[Logon | Service | Advanced

Bl General

Start Mode

The start mode of this service,

Lok |

|1 aoely | e

Cancel

Figure 3-10-2-3

Einary Path “C\Program Files\Microsoft SQL §
Error Control 1
Exit Code 0
Host Mame DAVES-¥201
Mame SQL Server Browser
Process ID 0 Figure 3-10-2-4
SQL Service Type SQL Browser
ode Automatic iwt
state Automatic
Disabled
Manual
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Go back to SQL Server Configuration Manager, right-click on SQL Server Bowser on the right window and
select Start to start the service (figure 3-10-2-5).

SQL Server Browser Properties @Iﬂ—h]
Log On | Service I Advanced
Log on as:

(% Builtin account:

Local Service -

" This account:
Account Name: )
Figure 3-10-2-5

Password:

Confirm password:

Service status: Stopped

start | | | |

Lo o]

The SQL Server Browser Service should now be running (figure 3-10-2-6).

File Action View Help

&= 7= H
@ S0L Server Configuration Manager (Local) MName State Start Mode Log OnAs ProcessID Service Type
B SQL Server Services . . 9 50QL Server (SQLE... Running Automatic LocalSystem 5744 SQL Server
» 4. SQL Server Network Configuration &) SQL Server Agent... Stopped Other (Boot, Syste..  NT AUTHORITVANE.. 0 SQL Agent

. 2 SQL Native Client 10.0 Configurati
SRS OMHgUIEten | 7 SQL Server Browser Running Automatic NT AUTHORITVALO... 5928 SQL Browser

Figure 3-10-2-6

To Enable the TCP/IP Protocol, in the left window, expand SQL Server Network Configuration then click on
Protocols for SQLEXPRESS. The TCP/IP Protocol is disabled by default (figure 3-10-2-7).

File Action View Help

9| z|=H

‘@ SQL Server Configuration Manager (Local) Protocel Name Status
B SQL server Services ) . W Shared Memory  Enabled
4 ﬂ SQL Server Network Configuration %~ Named Pipes Enabled

B Protocols for SQLEXPRESS .

TCR/P Disabled

. 8 SQL Native Client 10.0 Configuration || ¥ 1< e
- WVIA Disabled

Figure 3-10-2-7
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Highlight then click on TCP/IP in the right hand panel to bring up the TCP/IP Properties window. Click on the
arrow to the right of Enabled and select “Yes (figure 3-10-2-8)” Click Apply and the Warning screen will appear
(figure 3-10-2-9) Click “OK” then “OK” on the TCP/IP Properties window to exit. Check that TCP/IP is now
enabled (figure 3-10-2-10)

r ™
TCP/IP Properties [
Protacol | Ip Addresses
Bl General
I, o b
Listen All Mo
Figure 3-10-2-8
Enabled
Enable or disable TCP/IP protacol for this server instance
o) e [
Warning M
I.-"'_"‘-.I Any changes made will be saved; however, they will not take effect until
QW' the service is stopped and restarted. Figure 3_10_2_9
L A

File Action View Help

e 2= H

‘@ SQL Server Configuration Manager (Local) Protocel Name Status
E zg::zerver ;er\.riceskc . . %~ Shared Memory Enabled
Fl erver Metwork Configuration .
b Mamed Pipes Enabled
H_ Protocols for SQLEXPRESS iT o p -
> .. SQL Mative Client 10.0 Configuration VA ——
isable

Figure 3-10-2-10
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On the left window, select SQL Server Services. Select SQL Server (SQLEXPRESS) on the right window, right
click to bring up the menu then click “Restart” (figure 3-10-2-11) The SQL Server service will restart.

il - W - - W e e v ™y
%Sql Server Configuration Manager - — B e . @.g

— - PR N NN . -

File Action View Help

LI ARRRERETN ? RECHONONG)

48 5QL Server Configuration Manager (Local) || Name State Start Mode Log On As Process ID Service Type
E :Q:: :er\.rer ;er\.rlcesk - . fmn LocalSystem SQL Server
“ -E-E: e e:""”;@;’;;f;’:“”” Ha)SQL Server Agent... Start - (Boot, Syste..  NT AUTHORITYANE... 0 5QL Agent
rotocols tor
SQL S B Stop ti NT AUTHORITY\LO... 5928 SQLB
. B 5QL Native Client 10.0 Configuration QL Server Browser mane QL Browser
- Pause
Resume
Restart
Properties
Help

Figure 3-10-2-11

The next step is to check that the Server Authentication is SQL Server and Windows Authentication. This should
have been configured uring the installation but it pays to check it now. Open Microsoft SQL Server Management
Studio (figure 3-10-2-12).

, Microsoft SQL Server 2008
L Import and Export Data (32-bit)

| '-'%g 50L Server Management Studic Figure 3-10-2-12
. Configuration Tools

| Integration Services

The SQL Connect to Server window will appear Click “Connect” to connect to SQL Server 2008 Express. (figure
3-10-2-13)

ral_.ﬂ Connect to Server - ‘ ﬂ

Microsoft®
2 SQLServer2008
Servertype: [Database Engine v]
Server name: DAVES-X20T\SQLEXPRESS - Figure 3-10-2-13
Authentication: [SQ L Server Authertication A ]
Login: sa -
Password:
Remember password
[ Connect ] [ Cancel ] [ Help ] [ QOptions == ]

When the SQL Server Management Studio screen opens (figure 3-10-2-14), right click on the Server Instance
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and select Properties. The Server Properties screen will open (figure 3-10-2-15)

File Edit View Tools Window Community Help

S New Query | [y | [y | 5 =g
Object Explorer >4 x

Connect~ | 2 & g ;
= [;j DAVES-X201\SQLEXPRESS (SQL Server 10.0.4064 - sa)

[ Databases .
1 Security Flgure 3'10'2'14
1 Server Objects
| 3 Replication
3 Management

{ Server Properties - DAVES-X201\SQLEXPRESS = | B |
S:J::HZ;TF ‘S Script - L‘j Help
12 Memory
|7 Processors o
f Security &= ?ll |
|27 Connections Name DAVES-X201\SQLEXPRESS
|7 Database Settings Product Microsoft SAL Server Express Edition
2 Advanced Operating System Microsoft Windows NT 6.1 (76071)
% Permissions Platform NT INTEL X86 Figure 3-10-2-15
Version 0.0.4064.0
Language
Memory
Processors 4
Root Directory C:\Program Files"Microsoft SQL Server\MSSQL10
Server Collation Latin1_General_CI_AS
Is Clustered False

On the Server Properties screen, select Security in the left window, then check that the SQL Server and
Windows Authentication mode box is ticked (figure 3-10-2-16). If not, tick it, accept the warning, then right click
on the Server Instance and restart the server for the changes to take effect.

5 Server Properties - DAVES-X201\SQLEXPRESS O | B et
e Ssom - Gyves
Eﬁ' Memaory

% Processors

BN ety

[ Connections

% Database Settings
1 Advanced

% Pemissions

Server authentication

71 Windows Authertication mode

@ S0L Server and Windows Authertication mog

Figure 3-10-2-16

Login att
) Mone
") Failed logins only

(71 Successful loging onfy

@ Both failed and successful logins

Now that the SQL Server has been configured to allow remote connections the client can be set up.
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Run the SECUSYS installation file as if installing a server, enter your name, organization and the serial number
however when the screen appears asking if you want to install a server or client, select the Client box and

click "Next” (figure 3-10-2-17)

7 SECUSYS 2000 Integrated Security Systems Setup

Select Install Type SECUSYS
Select an installation type and click Mext to continue.

SECURITY SYSTEMS)

) Server
Inztall the Server.

© Client Figure 3-10-2-17

Inztall the Clisnt

< Back " Mext > ] [ Cancel

Enter the IP address of the server (figure 3-10-2-18) If this is unknown go to the server, open the CMD prompt
and type IPCONFIG. The Servers IP address will be listed. Once entered click “Next”

it SECUSYS 2000 Integrated Security Systems Setup
Enter Data [ ——
Fill in the iterns below and click Next to continue. SECUSYS

SECURITY SYSTEMS|
Pleaze provide the following information;

Secusys 2000 Server name / |P address
1921681127

Figure 3-10-2-18

< Back " Mext > ] [ Cancel
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Remove all the ticks except for the SECUSYS basic software then click “Next” (figure 3-10.2-19).

i SECUSYS 2000 Integrated Security Systems Setup

Select Program Features

Select the program features that wou want to install

SECURITY SYSTEMS

Please select the program features you want toinstall and chick Mest to continue.

lvis 00 Integrated Sect A=y Al )
[CICard Printer [10.9 MB] Figure 3-10-2-19
IDTime & Attendance [10.8 ME)

IDEanteen [10.2 ME]

IDGuald Tour [10.6 ME]

|CMeeting [3.7 MB] bl

Access Control System, CCTY and Intrusion System

[ < Back " Mext ] [ Cancel ]

Keep on clicking next until the message re installing the Softdog Hardware Key drivers appears. Select “No”
then “Finish” to exit the installer.

Double click on the SECUSYS icon on the clients desktop to start the program. Because this is the 1st time that
it has been run on the client it may take 1-2 minutes before the database error screen appears (figure 3-10-2-
20). Click “Yes” to start the process to link to the Server Database.

SECUSYS 2000 Integrated Security Systems Software

@ #n error happened while atbempting to link to the Database, Would you like to try again? Flgure 3-10-2-20
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Select MS SQL then click on the “Next” button (figure 3-10-2-21)

Welcome

Fleasze Select Your Databaze Type

Databaze Type

Figure 3-10-2-21

() M5 Access (&) M5 5QL

[ et > ] [ Cancel

The SQL connections screen will appear (figure 3-10-2-22)

@ Database Link Wizard

Q M5 SOL Connection Setlings

Specify the following to connect to MS-50L server Database:
1.5elect or enter a server name [PC Mame):
|192188.1.127 v | [ Refrash

2 Enter information to log on to the MS SHL Server
() Use WindowsM T integrated security

() Use 5 specific user name ahd password .
Figure 3-10-2-22
User Mame: EE)
pazsword: Li L Ll
3. (%) Select the M5 SOL Database name on the M5 S0L Server:
I Secusyx2000 1" |

() Create a MS SOL Database named:
' |

lUsing the M5 SOL file named:
| E Test Connection

< Back ][ ax ] [ Cancel ]
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If the SECUSYS server is using Microsoft SQL Server Express 2008 then amend the PC name to read the
server PC IP address followed by \SQLExpress (figure 3-10-2-23) Set up as per the below example then click

on the “Test Connection” button to check that the database is accessible.

@ Database Link Wizard [E|

q MS S0QL Connection Settings

Specify the following to connect to MS-S0L server Database:
1.5elect or enter a server name [FC Name]:
|192.188.1 1275 0LE vpress LV | ’ Refresh

2.Enter information ta lag on to the M5 SOL Server

(7 Use WindowsMNT integrated security
(%) Usze a specific user name and pazsword

User Mame: EE]
password: LITTITT]

3. (3 Select the MS 50U Database name on the M5 SOL Server:
|Secus_l,ls2UUU - |

() Create a M5 SOL Datsbase named:

Using the M5 SOL file named:
| D Test Connection

< Back ]L Ok, ] [ Cancel ]

Figure 3-10-2-23

If the Database can be accessed then the Connection Tested Successfully message will appear (figure 3-10-2-

24)

@ MS S0OL Connection Settings

Specity the fallowing to connect ta MS-S0L server Databaze:
1.5elect or enter a server hame [PC Mare):
192.168.2.152\5 0L Epress v|[ Refesh |

SECUSYS 2000 Integrated Security Systems Software [X |

1 } Caonnection tested successFully,

L
() Create a WS SOL Database named:

Ising the M5 SOL file named:
| C] Test Connection

] [ Cancel ]

[ <Back || oK
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If instead of the Tested Successfully Message, an error message appears then there is something stopping the
connection (figure 3010-2-25). The 1st thing to check is the Firewall on the server. Go Start, Control Panel,
Windows Firewall to open the Windows Firewall (figure 3-10-2-26)

SECUSYS 2000 Integrated Security Systems Software

@ Testing connection Failed. [DBMETLIE]ConnectionCpen (PrelLoginHandshakel)). JGenaral network: F|gure 3-10-2-25

error, Check vour network documentation

On Windows 7 there are two firewalls, one for a Home Network and one for a Public Network (figure 3-10-2-26).
If the SQL server network is unknown then go Start, Programs, Network & Sharing Centre to see the network
that the server is connected to and to see if it is a Home or Public Network (figure 3-10-2-27). As a temporary
measure disable the respective Firewall and try and connect to the server again. If it works then the Firewall
needs to be configured to allow remote client connections to the SQL Server. Re-enable the Windows Firewall
before proceeding.

= | B
@vv‘ﬂ ¥ Control Panel » All Control Panelltems + Windows Firewall s \&, | [ search Con
Control Panel Home ! p :
Help protect your computer with Windows Firewall
Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
threugh Windews Firewall through the Internet or a network.
Wl Change notification settings How does a firewall help protect my computer?
1# Turn Windows Firewall on or What are network locations?
off -
B Restore defaults . ﬂ' Home or work (private) networks Connected (2
[ Advanced settings Networks at home or work where you know and trust the people and devices on the network
Troubleshoot my network
Windows Firewall state: On
Incoming connections: Block all connections to programs that are not on the
list of allowed programs
Active home or work (private) networks: B Network
Notification state: Notify me when Windows Firewall blocks a new
program
. ‘a' Public networks Connected (&)
Networks in public places such s airports or coffee shops F|gure 3-10-2-26
Windows Firewall state: on
Incoming conne ctions: Block all connections to programs that are not on the
list of allowed programs
Active public netwarks: ™ Unidentified network
Notification state: Notify me when Windouws Firewall blocks a new
Seealso program

-

—— e —— - o [ |

@lf\/]'| :n.: » Control Panel » All Control Panel ltems » MNetwork and Sharing Center R |‘?| ‘ Search Con... B |

Control Panel Home . . . . .
View your basic network information and set up connections

Manage wireless networks -'L | W @ See full map
-~

|-
Change adapter settings

« DAVES-X201 Multiple networks Internet
Change advanced sharing (This computer)
settings . . .
View your active networks Connect or disconnect
Access type: Internet
Network L .
HomeGroup: Joined

I.‘_‘l/ Home network

U Local Area Connection Flgure 3'10'2'27

Connections:
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Go Start, Control Panel, Windows Firewall to open the Windows Firewall (figure 3-10-2-26) then click on
“Advanced Settings” in the left hand panel to bring up the Advanced Security screen (figure 3-10-2-28)

File Action View Help

@ 2E = HE

0 Windows Firewall with Advanced Security on Local Computer

3 Inbound Rules
Outbound Rules
5’5 Connection Security
4 %L Monitoring
B8 Firewall
,'{!_.. Connection Secur|
3 % Security Associati

New Rule...

Filter by Profile
Filter by State
Filter by Group

View
Refresh
Export List...

Help

I

=
Name

.F”E and Printer Sharing (Spoeler Service -..
@Fila and Printer Sharing (Spooler Service -...
@File and Printer Sharing (Spoeler Service -..

@HUmeGrDup In

@ HomeGroup In (PNRP)
@HP Device Setup
@HP Device Setup

@ i5C51 Service (TCP-In)
8 5051 Service (TCP-In)

.Med\a Center Extenders - HTTP Streamin...

.Med\a Center Extenders - Media Streami...
-

Group

File and Printer Sharing
File and Printer Sharing
File and Printer Sharing
HomeGroup

HomeGroup

i5CSI Service
iSCSI Service
Media Center Extenders
Media Center Extenders

Figure 3-10-2-28

Profile
Domain
Private
Public
Private
Private
Private
Private
Domain
Private...
All

All

Enabled
Ne
Yes
Yes
Yes
Ves
Ves
Yes
Ne
No
Ne
No

Action
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Override
Ne
No
Ne
No
Ne
Ne
No
Ne
MNo
Ne
MNo

Program
Any
Any
Any

Jesystem...
Fesystem...
CA\Progr...
Ch\Progr...
F%eSystem...

FeSystem...

Systemn
Systern

L/~

Click on the Inbound Rules option then right click to bring up the box menu. Click on “New Rule” (figure 3-10-2-
28) to make a new rule. The New Rule Inbound Wizard will appear (figure 3-10-2-29). Select the Port option

then click “Next".

-
g New Inbound Rule Wizard

- g

Rule Type

Steps:

@ Rule Type

@ Protocol and Ports
@ Action

@ Profile

@ Name

Select the type of firewall nule to create.

What type of rule would you like to create?

) Program

Rule that controls connections for a program.

@ Port

Rule that controls connections for a TCP or UDP port.

) Predefined:

Connect to a Network Projector

Rule that controls connections for a Windows experience.

Custom rule.

Leam more about nile types

< Back

Nes = ][

Cancel
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Make sure that TCP and Specific local ports are selected then enter 1433, 58604 to open both these TCP Ports

(figure 3-10-2-30) then click “Next".

p
ﬂ New Inbound Rule Wizard

==c=)

Protocol and Ports

Steps:
@ FRule Type

@ Protocol and Ports
@ Action
@ Profile

@ Name

Specify the protocols and ports to which this rule applies

Does this rule apply to TCP or UDP?

@ TCP
“) UDP

Does this rule apply to all local ports or specific local ports?

1 Al local ports
@ Specific local ports:

1433, 58604
Example: 80, 443, 5000-5010

Leam more about protocol and ports

<Back ||

Figure 3-10-2-30

Make sure that “Allow the Connection” has been selected then click “Next” (figure 3-10-2-31)

-
g New Inbaund Rule Wizard -
- —

===

Action

Steps:

@ FRule Type

@ Protocol and Ports
@ Action

@ Profile

@ MName

Specify the action to be taken when a connection matches the conditions specified in the rule.

What action should be taken when a connection matches the specified conditions?
@ Allow the connection
This includes connections that are protected with |Psec as well as those are not.
() Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections

will be secured using the settings in IPsec properties and rules in the Connection Securty
Rule node.

) Block the connection

Leam more about actions

<Back || Net> |[ Cancel
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Select whichever options are appropriate for the server network then click “Next” (figure 3-10-2-32)

r ™
—
New Inbound Rule Wizard
@ New Inboun ule Wiza ﬂ
Profile
Specify the profiles for which this rule applies. I
Steps-
@ Rule Type When does this rule apply?
@ Protocol and Ports
@ Action Domain
@ Profile Applies when a computer is connected to its corporate domain.
@ MName Private
Applies when a computer is connected to a private network location.
7] Public
Applies when a computer is connected to a public network location.
Leam more about profiles
<Back || MNet> |[ Cancel
——— = = L

Give it a name like “SQL Ports for SECUSYS" then click “Finish (figure 3-10-2-33)

Name

Specify the name and description of this rule.

Steps:

& Rule Type

@ Protocol and Ports
@ Action

@ Frofile Hiames
SQL Pors for SECUSYS]

@ Name

Description {optional):

<Back || Fmsh ][ cancel
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Check that the new rule appears and double click it if changes need to be made (figure 3-10-2-34)

- —
& Windows Firewall with Advanced Securiy RS s AT st S st T = O e
File Action View Help
e 260 =H
&P Windows Firewall with Advance R0t T Actions
Inbound Rules X .
Mame Group Profile Enabled Action # || Inbound Rules 03
Outbound Rules — e — I
5-!3 Connection Security Rules | & SQL Ports for SECUSYS Wl MewRule..
b l-_'-l Monitoring @HP Device Setup Private  Ves Allow =|[| <7 Filter by Profile »
@HP Device Setup Private  Yes Allow — e

Figure 3-10-2-34

Make sure that the Windows Firewall has been turned on (figure 3-10-2-26) then try and connect from the
remote client. You should see the Connection Tested Successfully message.

If there is still a problem connecting then go and check both the Ports are as per the default. Port 1433 can be

checked from the SQL Server Configuration Manager screen, Network Client, Client Protocols, TCP/IP (figure 3-

Sql Server Configuration Manager —— Sl (=[] =]
File Action View Help r )
TCPAIP Properties | B
s | HEEZH |
8 SQL Server Configuration Manager (Lecall || Name Order Enabled Protacal
H SQL Server Services oy 1 Enabled B General
4 _& SQL Server Network Cenfiguration ( FTCPAP 2 Enabled Default Port 1433
B Protocols for SQLEXPRESS = = T Enabled Yes
4 B S0l Metic 0,0 Configuration P Keep Alive 30000
2, Client Protocols v LT Keep Alive Interval 1000
Default Port
Default port on which connection will be made
—
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Port 58,604 can be checked from within the Windows Registry (figure 3-10-2-36) at:

HKEY_LOCAL_MACHINE\Software\Microsoft\Microsoft SQL Server\SQL
Express\MSSQLServer\SuperSocketNetLib\Tcp

User Manual Part A Version 3.0.1 — 18" July 2011

-
ﬁ" Registry Editor

File Edit WView Favorites Help

T T T T e

- Ju Loki

, Machine Debug Manager

- . MediaCenterPeripheral

, MediaPlayer
, MessengerService

- Microsoft Antimalware

. Microsoft Reference

- Microsoft Security Client

, Microsoft SQL Server
- 100
- 90
..... | ExceptionMessageBox
.> . | Instance Names
b -0 MSSQLL0.SQLEXPRESS
a- || MSSQLServer
- . CurrentVersion
b . RefCount

. Services
. SQLEXPRESS
a- || MSSQLServer
, CurrentVersion
- | SuperSocketMetlib

: . Setup
w0 SQLNCLIO
" CrlMiritar

11 |

m

=

MName Type

2] (Default) REG_5Z
ab| TepPort REG_SZ

Data

Tahreqot set)
58604

er\HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Microsoft SQL Server\SQLEXPRESS\MSSQLServer Su perSnﬁetN_et@

Figure 3-10-2-35
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Chapter 4 Setup Quick Reference & Troubleshooting

4.1 Setup Quick Reference

Connect the all necessary cables and power up the controller (see Hardware Manual).
Setup the controller and any converter addresses (see Hardware Manual)

Install the software selecting the language and the database type (Section 3)

Run the SECUSYS 2000 Integrated Security System software and undertake the following:
e  Setup the company structure (section 6-3-1)

e  Setup user accounts (section 6.1)

e  Setup the communication port (Section 7.-8, Communication Configuration

e  Search for a controller (Section 8.7.1.1.1)

e  Setup the parameters of each door including Time Table (Section 7.1.4)

e  Setup Departments and Sub Departments (Section 6.5.1)

e Add a Wiegand Format, if not already added (Section 7.6)

e Add a Person and their card and grant them an Access Level (Section 7.2.2.1)

Flash the persons card to a reader of a door which he has the Access Level to enter. The Lock relay should
operate and a “Valid Card” event will appear in the “Events Monitor” (Section 9.1). If “Invalid Card” or “Invalid
Time/Door” event appears please check the Access Level (communication is working). T

4.2 Troubleshooting

If no event appears in the “Events Monitor” screen then the software is not receiving events from the controller.
Check on the controller itself that all connections are correct and that the RS-232/485 lights adjacent to the RS-
232/485 connector block are flashing (for RS-232/485 communication) or that the two TCP/IP indicator lights at
the bottom of the PCB are flashing (for TCP/IP communication). If no lights are flashing then there is no valid
connection to the software. Check the wiring and communication port setup in the software, refer Sections 7.8,
8.7.1.1.

A detailed troubleshooting section appears at the end of the Hardware manual.
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Chapter 5 Main Operating Screen

5.1 Logon
To load the software, click on the “SECUSYS 2000 desktop icon (figure 5-1-1) or Click
“Start\Program Files\Secusys\SECUSYS 2000 Integrated Security Systems\SECUSYS 2000.exe"

EE‘] Figure 5-1-1

The main logon screen will now appear (figure 5.1-2).

Logon with the default “Administrator” user or click the arrow to the right of the User name to logon with a
different user. The default user is “Administrator and the default password is “secusys”.

Note that any additional users must first be setup as detailed in Chapter 6.

=
lllfﬁﬂl'ﬂhd Security Systems
RS ECUS Y SRR
User: | Administrator - Figure 5-1-2
Faszword: sesnney
"] Auto Fun [] Save Password [ MinMized Login
[ Logn |[ Camcel |[ Heb
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Once logged in, the main SECUSYS 2000 Integrated Security Systems software window will appear (figure 5-1-
3). This window has a Menu Bar, a Shortcut Menu, a Controller Manager plus it shows the authorized user and
the current user and shows if the PC is acting as a Server or a Client. These items are explained in more detail
in the following sections.

Software running as a

[ e U e = Server or a Client o 3]
k! Management  Setup nitor Report Maintenance Tools Window Help Language
S BRY e 8 a7 E el BT 8% E Fwo: b - 0@
@ [Map Page - R 1 x| [Camerat <%
g [] Auto Switchover
R
O Menu Bar
oty
- Shortcut Menu !
o |CameraZ a x‘
il
The company that the
Controller Manager software is registered to ‘
‘afertEVE::= Descriptior End Location View Captured The Current uSer Record counter: 0 \ - ‘
}»‘\utu D \Event State |Instructions ] h—IITIE \pv~ ‘/ ISystEm \Sysben\ I i
»
iVIap Page TCP Listen: True  Desktop Reader: User: Administrator  Legal User: Secusys Group

Figure 5-1-3
5.2 Server/Client

The SECUSYS 2000 Integrated Security System software can be run in either Server or Client mode. The initial
installation will be the “Server” (figure 5-2-1) as the server contains the actual database. Subsequent
installations on other computers will be “Clients” and these client computers will always connect to the database
on the server. (figure 5-2-1)

[*<] SECUSYS 2000 Integrated Security Systems Software - Server Figure 5-2-1

53 Menu Bar

The Menu Bar allows access to the entire program via a series of Sub-Menus (figure 5-3-1)

Management Setup Monitor Report  Maintenance  Tools Window Help Language Figure 5-3-1
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54 Shortcut Menu

The Shortcut Menu contains the most common icons (see figure 5-4-1).

v Controller Configuration v Access Level v' Multi View

v Doors Configuration v’ Lift Access Level v Cards Events Filter
v" Fingerprint Reader v Holiday Setup v Fact Size

v Organization Structure v EventAlerts v" Fit Height

v’ Cards List v Flow Control v Fit Width

v' Personnel List v Multi Site Setup v Exit

v’ Visitor List v Events Monitor

SBY Hed & 0 E B e s|BH- o8 k& Fwwoes & -|@|  Figure54-1

Buttons can be added or deleted from the Shortcut Menu by clicking on the Add or Remove buttons arrow to the
right of the Close Program icon (figure 5-4-2)

Management Setup Monitor  Beport  Maintenance  Tools  Window Help  Language
NEB ¥ Hed & I e ST e B fF w00k -] [G

§||Map Page - Add or Remnove Buttons - E
| ;

Figure 5-4-2

55 Controller Manager

The Controller Manager offers a quick way to access the Map Tree, the Intrusion Tree, the Access Tree and the
CCTV Tree. Selecting the required item will open the respective window.

5.6 Bottom Notification Bar

The bottom Notification Bar shows four different items (figure 5-6-1) TCP Listen means that the TCP Port is
open and listening for TCP/IP communications from TCP/IP enabled panels. Desktop Reeder: False = There is
no desktop card reader attached to this computer. User is the current user that is logged on, in this case it is the
Administrator. The Legal User is the company or user to which the hardware key is registered to. As a note
users should have individual logins as user tracking is undertaken using these logins.

TCP Listen: True  Desktop Reader: False User: Administrator  Legal User; Secusys Group Figure 5-6-1
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Chapter 6 Management Menu

Select “Management” from the main Menu Bar (figure 6.01) to bring up the Management sub menu.

Management i Setup  Monitor

User Manager

=

%4 | Change Password

[€] Organization Structrue
Group Management
Installation Site Figure 6-0-1
Change Database
Dictionary
System Management

Day Off and Holiday

SummerWinter Time

6.1 User Manager

Integrated Security Systems

| & |

T

Uszer: [.&dministlatnl v]
FPazzward:
[ Login ] [ Cancel ] [ Help
Figure 6-1-1

The User Manager is a separate program that is normally accessed via the start menu. However clicking the
User Manager option opens the User Manager program via a shortcut. A password screen may or may not
appear (figure 6-1-1) depending upon the login rights of the current operator. If it does appear the default User

Manager password is “secusys”

The SECUSYS 2000 Integrated Security Systems software allows multiple users (software operators)
simultaneously and can give each user a different level of access. Only the System Manager (Administrator)
can add or delete the users and modify/add/delete the permissions of users. It is important for the installer to set
up individual users, as user logging is achieved through the individual users. The password length can be up to
20 digits and include any keyboard characters. Note that a user cannot edit themselves.

Clicking on the User Manager sub menu item opens the main User Manager screen (figure 6-1-2) Note that
initially there is only a single user called “Administrator” with an “Administrator” Permission Set.
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-\*‘ User Manager =NEEN X

File Operate View Help

) 2 8| =@
o gser Mame Full Marne D escription
»-E8 Group 5Administrator Adminiztrator Adminiztrator

Figure 6-1-2
<
User: Administrator :Legal U
4

Prior to creating a User, a Group that the user belongs to needs to be setup. There are 5 default groups
already setup: Access Control Users, Accounts Managers, Administrators, Guests and Security Guards. Every
User needs to belong to a Group. (figure 6-1-3) The Group grants the privileges as to the operation functions
that the User will be able to undertake. Also when defining a User the controllers/doors and departments/sub
departments which are inherited from the Group are specified.

- ™y
& User Manager = | B |-
File Operate View Help
12 WA
‘5 Use'rqd . Wame Description
HE trat
X g goup — g.ﬁ.ccess Cantrol Users Access Control Users
= g.ﬁ.ccounts I anager Accounts Manager
g.ﬁ.dministrators Adminizghrators
g Guests Guests
g Securty Guards Secunty Guards
Figure 6-1-3
4
User: Administrator iLegal U
J

6.1.1 Adding a Group
To Add a Group select the “Group” list on the left panel and click the “Create a New Group” button (figure 6-1-
1.1) The New Group screen will open (figure 6-1-1-2)
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4% User Manager [ =HHC] é,l

File Operate View Help

P E(EEO

o - |ger

Mame Full Mame Drezcription
- -EE Grou = . .
L4 e 5ﬂdmlnlstrator Administrator Adrninistrator

Figure 6-1-1-1

Select the “Group” list and then click the “New” icon

User: Administrator :Legal U

g A
New Group [ == |

M arne:

Description

Members:

Figure 6-1-1-2
Add Delete
Create H Cancel

Enter details for the new Group. Note that existing Users may be added to the Group (figure 6-1-1-3)
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q.'% User Manager =15 =
File Operate View Help| New Group 'i'l
2 gleeE@|
a 5 User M arne
P L MEE Administrator
- - Group Dezcription 4
Add User ﬂ
Members=:
] 5 Adriniztrator
Add
| ——% 0k ] [ Cancel
Figure 6-1-1-3

Once a group has been created it can be edited, refer to the next section, Section 6.1.2

6.1.2 Editing a Group

After creating the Group, Privileges need to be set up. Double-click on the Group to be edited in the right hand
panel (or right click, properties) (figure 6-1-2-1) and the Group Properties screen will appear (figure 6-1-2-2)
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T e v oW ) e e e )

File Operate View Help

BER I

e
8 User Manager

‘5 o= Mame Description
HE Administrat
a E'j %oup minstatr %Access Contral Usgers Access Contral Users
P g_F Access Control Users % Acceu.nts M anager Acceu.nts M anager
i % Aecounts Managsr i‘!;:'__-;ﬂdmlnlstrators A dmiristrators
% Administrators £2 Guests Guests I
gSecurity Guards Security Guards F|gure 6_1_2_1

-8 Guests
i g Security Guards

User: Administrator :Legal U

Currently this Accounts Manager group has no members (figure 6-1-2-2). Click on the Group Rights tab and
the Group Rights screen will appear (figure 6-1-2-3)

Group Properties Group Properties @
' General Group Rlight General | Group Right
- [¥] User &ccounts
h:% Accounts Manager - [] SECUSYS 2000 Integration System
- [ Time & Attendance Figure 6_1_2_2
) »[] Canteen
- [] PatrolOnline
D escription Accounts Manager Leﬂ
Members:
Figure 6-1-2-3
Right
Add Deleta
Selectal | [ Unselestal |
I (] 4 I I Cancel Apply [ 0k ] [ Cancel Apply

The Group can have different types of Rights (Privileges): User Manager, SECUSYS 2000, Time & Attendance,

Canteen and Guard Tour.
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User Manager means the new Group members will be able to use the User Manager module for creating

other Groups/Users and granting them privileges (the same module we are in now).

SECUSYS 2000 means granting the Group the privileges to each one of the SECUSYS 2000 software
features (configuration, operation and monitoring).

Time & Attendance, Canteen and Guard Tour mean that the users will have access to these additional
modules.

Please note you will need to expand the Tree to tick each one of the check boxes. It's not enough just to tick
the root check box (Figure 6-1-2-4). Please select the Rights (Privileges) you would like to grant.

Group Properties @
Group Right

4[] User Aceounts ~
» <[] User Manage

»-[C] Group Manage

a [J] SECISYS 2000 Integration System
»-[¥] Manage

»-[¥] Setup

»-[¥] Monitar

»-[¥] Report

»-[¥] Maintenance

(¥ Help .
- -[¥] Tools F|gure 6'1'2'4
4[] Time & Attendance

»-[C] Manager

»-[C] Setup

»-[] Repart

+-[] Maintenance

»-[] Help

a [ | Canteen

»-[C] Manager

+-[] Personnel List

»-[] Carteen Feport 7

[ Selectal || Unselestall |

m

[ 0K ][ Cancel ][ Apply
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6.1.3 Adding a User

Select the “User” list on the left part and click the “Create a New User” button (figure 6-1-3-1)

B User Manager = | G|
File Operate View Help

i B|F WA
> L |ger
- [Eg Group

Mamne Full Hame D ezcription

L= Administrator Adminiztrator Adminiztratar

Figure 6-1-3-1

Highlight the “User” from the list then click the “New” button

User: Administrator iLegal U

The New User screen will appear (figure 6-1-3-2). Enter a user name and their password then their password
again to confirm. The password length can be up to 20 digits and include any keyboard characters.

Mew User @

I arne:

Full Mame
Drescription
Figure 6-1-3-2
Paszword

Confirm

[ Account |5 Dizabled

Create ” Canicel
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Double click the user or select the user and click the “Edit” button and the following screen will appear (figure

6-1-4-1)

User Properties | x |

General |Bel0ng ta | Department Right | Access Level | Intrusion Level I [tk

’.:% David

Full Mame David Smith

Description Manager

[ Account 15 Disable

[ Ok H Cancel H Apply ]

Figure 6-1-4-1

Fill in the information in the General tab, select the Group the User will belong to in the “Belong To” tab. Note
that a User can belong to more than 1 Group. Tick the Departments and Sub Departments the User will be
able to control in the Department Rights Tab. Please note that Ticking the Departments check box is not ticking
also its Sub Departments check boxes. A User can be granted the privileges to control only certain

departments (Figure 6-1-4-2)
( User Properties M‘
General I Belongs to | Department Rights | Access Level | Intusion Level I L] I3

».[¥] %] Head Office

Selectall | [ Unselectall |

[ QK ] [ Cancel ] [ Apply ] |

Figure 6-1-4-2
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The same logic applies to the Controllers and Doors. In the Access Level tab tick the Controllers and Doors
that this Users privileges will apply for. Please note that ticking the Controller check box is not ticking the check
boxes of the controllers doors. A User can control only part of the Controllers/Doors (Figure 6-1-4-3)

User Properties r5_<|

General | Belong to | Department Hight| Accass Level
=5 IP19z1s8.21m
= h Controller4 Doors,InA0ut)[004
[OB Main Entrance(004]
b ain E =it]004)
R&D Dept. IM [004]
R&D Dept. Out [004)
Sales Dept. (M [004)
Salez Dept. Qut(004)
Marktng Dpt IM[004)
Marktng Dpt COut{004)
=% IP19z1ss.2100
=[] Lift contraller007)
[OW Entrance Litt (007)
DB’ TCPIF192.168.2.102

OOEEEEO
1D D Y D D

(0] 4 ][ Cancel ” Apply

6.1.5 Deleting a Group or a User

Figure 6-1-4-3

Selecting the Group or the User and clicking on the “Delete” icon will remove the Group or the User.

When Deleting a User (Figure 6-1-5-1) there are 2 options:
1.

2.

Users records can be viewed in the System Log

.

Delete User ﬁ

] D avid
\‘-‘() Are pou sure you would like to delete thiz user recard?

@ Delete user access nght but lzave in database

() Delete user completely from database

Ok, ” Cancel ]

Logout User: remove the User from the User Manager but keep it in the Database. This means that this

Delete User: The second option is to remove the User completely from the Database.

Figure 6-1-5-1
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6.1.6 Changing User Password

Select a User and then click on Operate -> Setting Password to change a User Password (figure 6-1-6-1)

Change Password [ ==
=
—':]'?\E User Dawid

Enter a New Password Figure 6-1-6-1

Canfirm Passward

I 0K ‘ I Cancel

6.1.7 Exporting Groups List

Highlight one or more groups and click “Operate” then “Export List" to export the Groups list to a MS-Excel file
or a TXT file.

6.2 Change Password

To change the password of the current user select “Manage” then click “Change Password”. The Change
Password screen will appear (figure 6-2-1) Input the old password and the new password, then input the new
password again for confirmation and click “OK”.

-

Change Password e

e
-2:]' .“S Jser: Adrninistrator

Enter Current Password .
Figure 6-2-1

Enter a Mew Pazzwaord

Caonfirm Pazzward

(] 4 I I Cancel

6.3 Organisation Structure

6.3.1 Departments

Select “Management” on the main menu bar then choose “Organization Structure” from the sub-menu. Clicking
on the File menu in the resulting screen (figure 6-3-1-1) will allow additional departments or sub departments to
be set up, an existing department to be deleted or to be edited.

Page 105 of 126



S E C U SYS SECUSYS 2000 Integrated Security Systems Software V3

User Manual Version 3.0.F -23rd May 2011

SECURITY SYSTEMS

[“] Organization Structrue EI@
View
MNew Department [ 3] | _,'|| @
Mew Sub Department tme: Department Department Mar » Regular Work Time
In Cut Day Off  Lunch Break
Delete :
. 13 Marketing Department Monday 09:00:00  18:00:00
Edit 12 Sales Department
Department Access Level [11 Cusztomer Service Department [Leedy 03:00:00  18:00:00
10| Technical Suppart Department ‘wednesday 09:00:00  15:00:00
Exit [ 3 Testing Department
e T eI e aTTTe] ] & Financial Department Thursday  09:00:00  18:00:00
%] Financial Departm 7| Human Resource Department Friday 090000 18:00:00
[ Human Resource G1RAD Department 5 Satud 09:00:00  18:00:00
] R&D Department 1|Head Office aturasy — — v
{4 Logistics 23| Logistics Sunday 0%:00:00  18:00.00 v
m } anagement 22| Management
m “warehouse 21 warehousze Palicies
o[t Administration 20| Administration Late In Allowance 05 Minutes
Early Out Allowance 05 Minutes
4 b First Irv will e rounded
Last Out will be rounded
&pply Overtime for Dwer 05 Minutes
Cut-off Paint/Lunch Break 0= Minutes
Owertime [ InWorkday )
@ Late Out

Late Out + Early In

Total WorkHours - Regular WorkHours
Tatal wiark Hors
@ Last Ou - First In - Lunch Break

[Out] - In1) + [Out2 - In2] + ... - Lunch Ereak

Late Out = Last Out - Wark Out
T Late In=FirstIn - Work In
4 LI LA L < LI} s Early Ot = York, Ot - Lazt Out
Record counter; 14

Figure 6-3-1-1

Departments may also be further divided into Sub Departments if required. When clicking “New Department”
then a sister Department will be created. When clicking “New Sub Department” a Sub (child) Department will be
created. If a company has multiple sites then each site can be a department, and each site department will be a
Sub Department. SECUSYS 2000 is guiding the user to begin the configuration from the general setup to the
detailed one. This way the setup is performed structurally and easily. Before adding new Personnel to the
system company structure can be designed first while grouping the Personnel to Departments.

Department Access Level — An access level can be granted to a department or sub department. Highlight the

department required then click on the Access Level icon (golden lock icon). The Department Access level
screen will appear (figure 6-3-1-2)
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Department Access Level =3
Acoess Level | Personal PIM Enabled | T LCD Display
Droor Mame COmMAP Contraller [0 Door I Time T able
E Dhoor 1(007) 192168.4.3 1 1 Moenty
E Door 2[0071)] 192168.4.3 1 2 Moentwy
E Door 3(001) 192168.4.3 1 3 Moenty
E Door 4[001] 192168.4.3 1 4 Moenty
Figure 6-3-1-2
Apply to Department Perzonnel ["] Include Sub Department/Perzonnel
[7] By Gender
[ Ok ] [ Cancel ] Apply

Access Level - refers to the Door Access Level, meaning the time table for each door. The time table will
determine which hours of the week a person from this department with a valid card can open the door.

Personnel PIN Enabled — means which doors a person from this department can open with a PIN only.
The Personal PIN is an 8 digit PIN number that can open the door without the need to flash a card.

Lift Access Level — means which floors a person from this department can access with the lift (elevator).

These 4 tabs are discussed in more detail in Section 8.2.2.1 — Adding Personnel.
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In the bottom left corner of Figure 6-3-1-2 there are 3 tick boxes as follows:

Apply to Department Personnel — The configuration as detailed in the 4 tabs will apply to all existing
personnel in this department as well as any future personnel added to this department.

Include Sub Department Personnel — The configuration as detailed in the 4 tabs will apply to all existing
personnel in the sub departments of the department as well as any future personnel added to this sub
department The configuration will also apply to the department itself.

If "All Departments” is highlighted and the gold access level icon is clicked (figure 6-3-1-3) then the Access
Level screen will open (figure 6-3-4). This screen is discussed in detail in section 8.2.3.

[ Orgorinaion Srctre o . N . o 5

File View
IS EEG| w3 @ S
4 &7 Al Deparments |Depar tme]Department |Department Minazer |Ferszonne]Remark | ~  Regular'Work Time
A {d Head Office 3 In Out DayOff  Lunch Bresk
[ Visitor N & R0 Department 0 Monday 030000 180000 [ &
[ Mew vork Office B 7| Human Resource Department ] - b
[ London Difice N & | Financial Department i] Tuesday  09.0000 1800:00 [ =l
[ Teldwiv Office N J esting Department 0 Wednesday 03.00:00 1800:00  [7] &
N 10| Tchricial Support Diepartment a _ b
N 11| Custwgr Service Department 0 Thusday  03:0000 | 180000 [ O
B 12| Sales Didgriment 0 Friday 030000 180000 [ s}
N 13| Marketting Dhgartment i b
] 15| Manufactory a Ssturdey  0300:00 120000 (] &
B 2 Visitor 0 = Sunday 030000 180000 [ &
N 3 New ‘Yark Office a
N 4 London Difice i Palicies
| 5| Tel Aviv Office o Late In Allowance 02 Minutes
14|RD Department i -
— 15/ Sales Dpartment [\ i} Early Out Allowance 00 Minutes
All Departments Access Level S
D [] Last Out will be rounded
{ |y Aol Ovestims for Over 0= Minutes
| Cut-off Paint/Lunch Break 02 Minutes
Overtime [ In*warkday |
@ Late Qut

() Late Qut + Early In

() Tatal WorkHours - Regular WorkHours
Tatal'work Hours

@ Last Out - First In - Lunch Break

) [Dut? - In] +[0ut2 - 2] + .. - Lunch Break.

Late Out = Last Out - Work Out

Late In = First In - Work In

Early Out =*ork Out - Last Out

Early In =Wark In - Frist In

Overtime (In Day O = Total WorkHours

Record counter: 16

Figure 6-3-1-3
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Eﬂ Access Level ?| & [ &

| Department Tree | [ Depatmentlist [ Backup  |[  Restre || pooiame COMAP Controll..  DoorlD  Time Table
4 ;E Al Departments |Departmer D epartment Deartmenth - i Door 1(001) 192 168.4.3

b -] Head Dffice B poor 2001 192 168.4.3
B oooramon 19216843
B voorgimony 19216843

1 Moenty
Mo entry
Mo entry
Mo entry

& R&D Department
7 Human Rezource Department
8 Financial Department

3 Testing Department

10 Technical Support Department
11| Custorner Service Department
12| Sales Department

13 Marketing Department

16 Manufacturing

20| Administration

21 \Warehouse

22 Management

23 Logistics

S R
ORIV N

m

< (1 | 3
I Fersonnel List ] [ Backup ] [ Restare ]

Copy From Lires [AII Doars v] I SetAll Doaors of Line to ]
] 7] Include Sub Department/Pers

Locate ] I Copy ] Paste [ Set All ][ Apply [ By Gender | |[ Cloze |

Figure 6-3-1-4
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6.3.2 Time & Attendance (T&A) Policy

The right hand panel of the Organizational Structure screen (figure 6-3-1) shows the Time & Attendance policy
for the respective department or sub-department. Note that each department or sub department can have its
own T&A policy (figure 6-3-2-1).

[“H Organization Structrue

File View
EET r w2 @ :
4 -[%| 4 Depatments [Depar tme{Depar tment Regular otk Time
4 -[%] Head Office 2 20 | Administration In Out Day Off  Lunch Bresk
e E tanufacturing tdonday 0%:00:00  18:00:00 [l =
H Marketing Depart . 7
- Sales Departmen Tuesday 05:00:00  12:00:00
H Cugtomer Service Wednesday 09:.00.00  18:00:00
E Technical Suppoi
4] Testing Departme Thursday 05:00:00  18:00:00
- E Financial Departm Friday 030000 18:00:00 3
H Hurnan Resource i - =
i FeD Depatment S aturday 05:00:00  12:00:00 w1
% Logistics Sunday 03:00:00  18:00:00 1]
% Management
H W arehouse Falicies
. E Adminiziration Late In Allowance 055 Minutes
Early Dut Allowance 05 Minutes
[ First In will be rounded
[] Last Dut will be rounded
Apply Overtime for Dwer 055 Minutes
Cut-off Point/Lunch Break 055 Minutes
Qvertime [ In'workday |
@ Late Out H
1 1 Late Out + Early In Flgure 6-3-2-1
() Total WorkHours - Regular WorkHours
Total work Hours
1@ Last Out - First In - Lunch Break
[Out] -1n1) + [Ouk2 - In2) + ... - Lunch Break
Late Out = Last Out - WWork Out
Late In = First In - "ok In
E arle Out =work Out - Last Out
Early In =" ork In - Frigt In
Qvertime (In Day Off] = Total WaorkHours
[ T 3 < [l b

Record counter. 1

The following apply with respect to T&A:

Regular work time - including IN (or Work IN), OUT (or Work OUT), Day Off.

- Based on the IN Time, that is the time the employee came to the office (the time the card event was
created). The software will calculate Late In (if he/she comes late) or Early In (if he/she comes to the
office early).

- Out Time is the time the employee left the office. It is used to calculate Early Out or Late Out similar to
Early In and Late In..

- Day Off. The SECUSYS 2000 will use the Day off to calculate Over Time or Absence.
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Late In/Early Out Allowance - The number of minutes that starting late or leaving early is allowed. For example,
the SECUSYS 2000 software will not report if an employee came late to the office if he/she arrives at 08:05
while the Work In time is 08:00 and the Late In is 15 minutes. The employee will be considered late only if
he/she arrives after 08:15. The same logic applies for the Early Out Allowance.

First In/Last Out will be rounded - Check this option if the arrival time is to be rounded off to the normal start
time if the minutes between the In time and Work In are less than Late In Allowance. For example if an
employee arrives the office between 07:45 to 08:15, his/her In time of that day will be reported as 08:00 if the
Allowance is 15 minutes. The same logic applies for the Last Out.

Apply Over time for Over — The SECUSYS 2000 software will report if an employee has worked overtime on a
day if his/her Overtime of that day is greater than X minutes, otherwise the Overtime will not be reported. The
method to calculate over time is configured in the Overtime section. If this is set to 30 minutes and the
employee over time is only 20 minutes on that day, the over time will not be counted.

Cut-off point/Lunch break — This period will be deducted from the time the employee has worked during the
day.

Overtime Policy

Overtime can be defined in one of three ways. Overtime can be calculated as Late Out only meaning the extra
time the Personnel stayed in the office, or Late Out + Early In, meaning adding the extra time of arriving the
office before the Regular In time, or the Total Working hours minus the Regular Working hours.

Total Work Hours

Can be defined as either the Last Out — First In — Lunch Break. In This way all In/Outs during the working day
are ignored. Alternatively it can be defined as the intervals between the In/Out minus the Lunch Break. This 2nd
option can be used if the time that an employee is absent from the office during the working day.

Variable Definition:
- Last Out: the last time the employee flashed his card at any of the system readers during a certain day.
This time will be considered as the time the employee leaves the office.
- First IN: the first time the employee flashed his card at any of the system readers during a certain day.
This time will be considered as the time the employee arrives the office.
- Work IN: the IN time which is defined in Regular Working Time.
- Work OUT: the Out time which is defined in Regular Working Time.
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6.4 Group Management

Clicking on the Group Management sub menu item will bring up the Group Management screen (figure 6-4-1) .

B3 Group Manage o & [=]
[ TBroup Hame Carteen Time | Canteen Dool|
[P[Group Hame | [Repast | From Time [To Time | [ [Times |TheChages  |Day Of Charges  |Hoidey Chargess |
¥ i
Add Edl Delste Save Cancel Add Delste
[ as [ Eat [ peete ][ save Cancel
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6.5 Installation Site

Clicking on the Installation Site sub menu item will bring up the Hardware Installation Site Manager (figure 6-5-
1).

[3 Hardware Installation Site Manage o@ =]
File View
F 1 EERE[e e > w]| A@
PE-=i1] | [Site D [Site Name |Controller [Remark
L Secusys Group G 1/Secusys Gioup 1

Figure 6-5-1
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6.6 Change Database

Clicking on the Change Database sub menu item will bring up the Database Link Wizard (figure 6-6-1) . Note
that this is the same screen that appears initially on installation so refer to section 3.4 if the database type is to
be changed.

["ﬂ Database Link Wizard lE.l

W eloome

Fleaze Select Y'our Database Type

D atabaze Type

Figure 6-6-1
@ M5 Access 1 k5 500

< Back [ M et > J | Cancel
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6.7 Dictionary

Clicking on the Dictionary sub menu item will bring up the Dictionary (figure 6-7-1) The Dictionary contains
both preset and user defined fields. The user defined fields allows the user to customize fields and their
content in the Personnel Information, Basic Information tab (Section 7.2.2.1).

File View
B T LIEEEIEI:

Suyztem Dictionary ID Item Hame |Sl‘u:-rtcut Key -

3 Directar ZR il

Diplama 2 Manager JL
Martial Status 3| Software Engineer RJGCS ;
Matior 4 |Hardware Engineer YIGCS Flgure 6-7-1
College L
Gender 3
b ajor
Birth Place

Alertz Description

Cuztomized Dictionany -

Record counter: 4

The shortcut bar (figure 6-7-2) contains the following icons:

Add Item, Delete Item, Edit Item, Save, Cancel, First Item, Prior Item, Next Item, Last Item, Preview and Close
Current Window

|=J-}J%E'|“ «rwm| @ Figure 6-7-2

6.7.1 The File Tab 53] Dictionary LGN

From the Manage, Dictionary sub menu item, click “File, Dictionary” (figure 6-
7-1-1) to bring up the “System Dictionary” Window (figure 6-7-1-1)

v | Dictionary

Customised

Add
Delete
Figure 6-7-1-1 B
Save
Cancel

Exit
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The following notes are with reference to the main Dictionary window (figure 6-7-1-1)

Different users might want to display different information in the Personnel Information Interface. The different
information headings can be configured in the System Dictionary.

The items in System Dictionary are fields from the Personnel Information. These field names cannot be
changed but the information in these fields can be changed. On the right side, under “Item Name” the value
can be edited or changed or a new value created.

For example, “Position” is a defined field name and cannot be changed. But the type of position or occupation
can be. The default occupation values include “Director, Manager, Software Engineer, Hardware Engineer”. To
create a new occupation within the Position field select “File, Add” or alternatively click on the first Icon. Once
added the new occupation is visible once Position has been highlighted.

Click “File, Customised” (figure 6-7-1-1) to bring up the “Customised Dictionary” Window (figure 6-7-1-2)

[4] Dictionary o || =[]

_FlIE View
%' hle-'|EE]

| Customized | |Caption [Vizibi i

Personnel Information Table | LalSasieluey
CugtomDicts

| CustomDict3
CuztomDictd
CuztomDictD
| CustomField
CuztomnField2
| CustomField3
| CustomFieldd
| CustomFieldd b4

Recard counter: 10

m

Figure 6-7-1-2

Unlike the System Dictionary, the Customized Dictionary allows the user to add completely new fields and their
values to the Personnel Information, Basic Information tab.

Click “File, Customised”, the “Customised Dictionary” Window will open (figure 6-7-1-2)
The entries CustomDict1..CustomDict5 allow adding up to 5 new fields each one with a pull down menu.
The entries CustomField1..CustomField5 allow adding up to 5 new fields with free text to enter (not menu).

For Example: A user might want to add “Work Experience” into Personnel Information. CustomDictl can be
modified to “Work Experience”, and then a tick placed in the “Visible” box to make the new field visible.
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Figure 6-7-1-3

Once a Customised Dictionary item has been set up, the drop down menu items need to be added. Go to “File,
Dictionary, Customized Dictionary” to setup drop down menu values (figure 6-7-1-4)

S e

File View

P LIEENIEIL

Supstem Dictionary || |1 [Ttem Hame |Shortent Eey -
Cuztomized Dictionary L 11 Year 1
2| 2Years 2
CustomDict2 — 33Years 3
CustomDict3 o 44 Years 4 A .
CustomDictd || 5|5 ears 5 3 F|gure 6-7-1-4
CustomDicts | & Mare then 5 Years g
Setup the values for

Click “Customized Dictionary” to setup the
value of “Work Experience” drop down

“Work Experience”

—

Record counter: &
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Once the setup is complete, the “Work Experience” field will be added to the default Personal Information
screen (figure 6-7-1-5) and now appear as a new field in this screen (figure 6-7-1-6)

Perzonnel Information

X

gg@;x . B] Basic Information | Card | Access Level | Lift Access Level | TA70D1 LCD Display |
Basic Information | Card | Access Level | Littdccess Level | TA7001 LCD Display| Personmel Information
Personnel Information D El Code | 1
b [ 1fCek L | Fisthame | Last Name |
Fiisthame | | LostName. | | D Mumber | | Gender | ~| o
{DiH b | | Gender | v| ] Depattment | Head Oifice ~ |
Department | Head Dffice » | Pasition ‘ v|
Postion [ ~| Joining Date [-- v
Jaining D ate | o v| Last Day i i v‘
Last Diap [ =l Addiess \ |
Addiess [ | TEL | | EMail |
T T ews ] Bithday - | Martial Status | v
Birthday | e W | Martial Status ‘ v| Bith Flace | ———— Nation :.7v
Birth Place | | Mation ‘ R ) ‘7\’4! fsicy |7\’_‘
==l ollege A emart
Diploma | v| Faijor ‘ v| roleg _ L ElRemak |
o [ e i | Work Experier v
BN
I 0K 1 [ Cancel J [ Apply J éxz:;z [ = ] [ Lance ][ Lenh
Wore than 5 Years
Figure 6-7-1-5 Figure 6-7-1-6
6.7.2 The View Tab View Fields ¢ Fields Setup
T . . Refresh Data F5
From the Manage, Dictionary sub menu item, click v D
. . . . . Filter
“View, View Fields, Fields Setup” (figure 6-7-2-1) to Comeal ke v Ttem Name
. e - . v Shortcut Key
bring up the “Fields Setup” Window (figure 6-7-2-2). Locate Value
Page Setup
Preview Figure 6-7-2-1
Print
Export to a File

The Field Setup window allows a user to change the order among the other fields or hide it completely. The
Width of the field can also be changed. For example choosing “Iltem Name”, allows changing its width for
viewing. The default value is 30, this value can be increased or decreased.
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-r ]
[ Fields Setup = | E

Please select fislds to view:
1D P
Y] Item Mame
V] Shortcut Key Diown

Show

Hide

Select Al
Inzelect Al Figure 6-7-2-2
Field width: 03
[ Hide Duplicates
[ (]4 ] [ Cancel ]

b T— O — SE—

Other functions such as running a filter, locating a value and printing can also be undertaken from this View
menu.

6.8 System Manager

Clicking on the System Management sub menu item will bring up the System management window (figure 6-8-
1-1) The System Management screen consists of four tabs, Repeated Check, Events View/Alert Range,
Screen Saver, Photo Viewer and other options.

6.8.1 Repeated Check

The SECUSYS 2000 software provides 2 fields named ID Number and Person Code in the Personnel Basic
Information section. An ID Number is usually the Personnel ID Card number or Passport Number given by the
government, or a company ID number. The Person Code is a free field which the user can use for any other
purpose. In some cases when interfacing with 3 party T&A software, the unique identifier given to the
employee of the T&A software can be given to SECUSYS 2000 employee as “Person Code”. This makes the
interaction between the SECUSYS and the T&A 2 software easier. In the System Management Repeated
Check tab, there are options to define if the fields must be unique, meaning the software will not allow 2
employees with the same Person Code or ID Number to be entered (figure 6-8-1-1)
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Repeated Check. | Events Wiew/blert Range I Screen Saver I Phato Viewer I Other Elptionsl

,

)

Perzon Code can not be reduplicate
1D Mumber can not be reduplicate

[7] Bremaove personnel infarmation, directly to delste records; othenwise, ta remaove the tag

[7] Remave persorinel information, delete card number from card list

Figure 6-8-1-1

6.8.2 Events View/Alert Range

A User can define the range of Events and Alerts presented on the SECUSYS 2000 monitors, that is the
“Events monitor”, the “Multi Site View monitor” and the “Controller Manager” monitor (figure 6-8-2-1)

La Rl

Fepeated Check | Events ViswdAlert Rangs | Screen Sawver | Phato Wiever I Other Uptions|

Events View/dler Fange

Events Monitor Range
’Displa_l,l system all events v]

Event Alertz Range
’Alelt localhost hardware events v]

Hardware Manager

[ Display localhost hardwane - ]

Cards/Area Changed Personnel Range
’Displa_l,l all personnel v]

Hardware List Yiew Stule

Hardware list view ztyle

[Classic style: Computer - Communication Line - Hardware v]

0K,

)

Cancel
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The following are the available options for the Events Monitor Range (figure 6-8-2-2)

Display all system events: All controllers events information will be presented in SECUSYS 2000 including the
server controllers and the client controllers.

Display local host controller event: Only events from controllers which are connected to the PC that is
running SECUSYS 2000 will be presented.

Display local host controller that current operator has right events: Will present events only from
controllers which are connected to this PC and that the user (see User Accounts, e.g. Administrator) has the
privileges to monitor (the controllers).

The following are the available opions for the Events Alert Range (figure 6-8-2-3)

Alert system all controller events: All controllers Alerts information will be presented in SECUSYS 2000
including server controllers and client’ controllers.

Alert local host controller: Only Alerts from controllers which are connected to the PC which is running
SECUSYS 2000 will be presented.

Alert these controllers that current operator has right: Will present Alerts only from controllers which are
connected to this PC and that the user (see User Accounts, e.g. Administrator) has the privileges to monitor (the
controllers).

,

Fiepeated Check | Events View/Alert Range | Screen Saver I Photo Viewer | Other Dptions

Events View/dlert Bange

Ewents Monitor Bange

[Display gystem all events v]

Dizplay localhost hardware events
Dizplay these hardware that curent operator has right events
Jizplay system all events

Hardware kanager

’Display localhost hardware v]
Cards/4rea Changed Personnel Bange Figure 6'8'2'2
[Displa_l,J all personel v]

Hardware List View Stylz

Hardwsare list views style

Clazsic style: Computer - Communication Ling - Hardware =

L Ok ] [ Cancel
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IS

Events View dlert Range

Events Monitor Range

[Displa_l,l system all events

Ewvent slertz Range

Alert localhost hardware events

Alert localhost hardware events

Alert thesge hardware that current operator haz night events
Alert system all events

L

Cardsftrea Changed Personnel Range

Dizplay all perzonnel

Hardware Lizt View Style

Hardware ligt wiew style

Clazzic tyle: Computer - Communication Line - Hardware

Figure 6-8-2-3

[

Ok

][ Cancel ]

The following are the available options for the Hardware Manager (figure 6-8-2-4)

Display system all controller: Will display all controllers of the server and all clients.

Display local host controller: Will display only the controllers which are connected to this PC.

Display these controllers that current operator has right: Will display only the controllers which are
connected to this PC and the user (see User Accounts, e.g. Administrator) has the privileges to monitor (the

controllers).

Repeated Check | Events Viewddlert Range | Screen Saver | Phata "iewer | Other Dptionsl

,

Events View Alert Fange

Events Monitar A ange

[Display system all events V]
Ewvent lertz Range
[Alelt localhost hardware events V]

Dipla_l,l theze hardware that current operator has right
Dizplay spstem all hardware
i

Hardware List View Style

Hardware list view style

Clazsic style: Computer - Communication Ling - Hardware =

Figure 6-8-2-4

0K

J

Cancel
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The following are the available options for the Cards/Area changed Personnel Range (figure 6-8-2-5)
Display these personnel that current operator has rights : Only display these personnel that current

operator has rights
Display all personnel : Will display all personnel

,

Repeated Check | Events Viewdalertt Range | Screen Saver I Phato ‘iewer I Other Dptions|

Events View/alert Rangs

Events Monitar Fange
[Display syztem all events V]

Event lertz Range
[Alert localhost hardware events v]

Hardware b anager
[Display lazalhost hardware - ]

Cards/Aea Changed Personnel R ange

[Displa_l,.l all personnel ']

Hardware list view style
Claggic gtyle: Computer - Communication Line - Hardware

[ ok ][ Cancel ]

Figure 6-8-2-5

The following are the available options for the Hardware list view style (figure 6-8-2-6)

Classic Style Computer

Address Style Installation site
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System Manage @

Repeated Check | Events View/dlet Randge | Screen Saver | Phato Yiewer | Other Options

Events Wiew/Alert A ange

Ewvents Monitor Fange

[Displa_l,.l system all events V]
Ewent Alertz Range
[Alelt localhost hardware events V]
Hardware Manage Flgure 6-8-2-6
[Displa_l,.l localhost hardweare V]
Cards/4rea Changed Personnel A ange
[Displa_l,.l all persannel v]
Hardware List Yiew Style

Hardware list view style

Clazszic style; Computer - Communication Line - Hardware

Cla Carmputer - Communication Line - Hardware
Address style: Installation Site - Installation Site - Hardware

[ ak H Cancel ]

The “Hardware Manager” is a vertical window on the left hand side of the SECUSYS 2000 screen. It shows the
tree of the controllers (figure 6-8-2-7)

414 T400
4 W% TCPIP 192.168.1.10
F R Controller(4 Doors, In){003)

>--E| Door
> % Qutput
> - Input

> - [ Other Figure 6-8-2-7
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6.9 Holiday Setup

Clicking on the Holiday Setup sub menu item will bring up the Holiday Setup main screen (figure 6-9-1)

B Hokcey Settimge ==

N R w @
‘ea 1] | ik Codel Hiokday Mame. |Due | ok Tyge| Last MosShcation Time |Uis | Fiatmack

& Ll

Figure 6-9-1

Tim
@A
Dy O
Hokday Gl | Calonda
Pecoed counke 0

To add a holiday click “File, Add” (figure 6-9-2) Enter the details and click OK. Once added the holiday will
appear in the list in the main Holiday Settings screen. As well as adding a holiday, the File menu can be used to
Edit or Delete a holiday.

Haliday PO

Haoliday |nformation

D 15

Code

Mame

Date 4

Type

Figure 6-9-2

El Bl E]

Fit Target

‘wiage Rate

Remark
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Last Modification Time | 23/05/20011 1:14:19 pm,

[ Ok ] [ Cancel
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6.10  Summer/Winter Time

Summer/Winter Time or Daylight Saving can be setup using the Summer/Winter sub-menu of the Manager
menu (figure 6-10-1). Using the drop down menus of Time 1, set the month then the day that Summer/Winter
time begins and the number of minutes that the time will be advanced. Note for Southern Hemisphere countries,
daylight saving commences around March when the clocks are put forward 1 hour then reverts to standard time
in October when the clocks are put back (Spring forward, Fall back). In the below example, the clock has been
put forward by one hour on the 20t March then reverts back 1 hour on the 20t October.

-

Summer/Winter Time [ 22|
Summer finter Time
Tmel |2 w|M (20 <[D Ot B0 3 Minue
Tme2 (10 w|M (20 <|D Offset B0 & Minute .
Figure 6-10-1
If the offzet » 0 the time goes forward;
If the offzset < 0 the time goes backward;
If the offzet = 0 Summer/Winter time iz dizabled.
[ k. ][ Caricel ][ Apply
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